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** In order to connect an IN and OUT reader, BOTH readers must

have the HOLD line for proper operation.
T “Hold A" and “Hold B” should be connected ONLY when
using BOTH an IN and an OUT reader.
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1) Introduction

This document describes the basic setup, wiring and configuration steps
needed for the NetAXS-123 access control system.

NetAXS-123 can be configured in many different ways, depending on the
specific needs of the end-users. This document covers a single panel, 1 door
system. Additional doors are set up, wired and configured in a similar
manner to the first door. This document does not cover all of these
configurations.

For further configuration and setup information including installations related

2) Before You Start

1. Verify factory default DIP switch settings
(Address 1, Gateway Panel) as shown below:

NOTE: Actual DIP switch orientation may vary depending on the panel
mounting orientation. Please refer to Appendix G for more information on DIP
switch configuration. If using EVL, DIP switch addresses are not used as
addressing is configured in the web browser. Refer to Appendix A for
additional details.

2. Determine the power source: Power Over Ethernet (PoE) or 12VDC

power supply.

NOTE: Ifusing PoE, a total maximum of 450ma @ 12VDC is available
for all external devices (locking device, reader(s), input and output devices).

3. Determine communications source: IP/Ethernet or USB.

4. Determine relay configuration (see the circuit diagram on Page 2).

«  Power at relay terminals: Whetted 12VDC External (EXT) Power
Whetted 12VDC (factory +12V NC  +12V NC
default) or External (EXT) Eg@/ \@a/
power source: ad EE %\

B N0 BXT NO

Normally Closed (NC)  Normally Open (NO )
* Relay Type: Normally Closed

to WIN-PAK and/or RS-485 communi.cation§ please consult the NetAXS-123 (NC) or Normally Open +12V\ /Nc +1zv\ /NC
User Guide and NetAXS-123 Installation Guide; both on NetAXS-123 . g Q@
(NO, factory default): g o
Product CD. Qi a E
EXT/ \No EXI'/ \NO
© 2013 Honeywell, Inc. www.Honeywell.com
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3) Device Connection Order

1. Reader(s) Connect readers to terminal block per

Connection Diagram.

2. Input Device(s) (if used) Connect Request to Exit Devices and/or
s 2 PR Door Status / Position Switch (if used) to
(S o— terminal block per Connection Diagram.
3. Output Device(s) Connect Locking Device(s) and/or
4 - Auxiliary DSYICCS (Intrusmn,. Sounder,
\ Strobe, etc.) (if used) to terminal block

per Connection Diagram.

4. Communications Connect the Controller Board to the
computer by using an Ethernet cable or a
Micro USB-B cable.

, ‘ NOTE: Install USB drivers prior to
-5 making USB connection (see Section
5.1).

4) Powering Up
1. Apply power (PoE or 12VDC power source) to panel.

+

2. Verity panel power up.

* The PoE or PWR LED will be illuminated and there
will be a slight delay as the operating system loads.

* RUN LED will initially be solid red then
steadily flash green, once per second.

WL

» Trigger any input device. STS LED should flash
BLUE briefly.

* Swipe a card at any reader. RDR LED should flash
GREEN briefly.
Note: For dry-type configurations, the power supply must be voltage-
compatible, listed to UL 294 or UL 609 for UL installations and
CAN/ULC-S318 for ULC installations, and able to supply sufficient
backup power.

3. Verify panel and wiring functionality.

CONGRATULATIONS!

YOU HAVE SUCCESSFULLY POWERED UP
the NetAXS-123 Access Controller!

© 2013 Honeywell, Inc. www.Honeywell.com
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5) Con necting to the Web Server 2. Click Install USB Drivers on the product menu to start the

USB driver installation wizard.

This section describes two configurations for connecting a computer
to the NetAXS-123 web server:

* Connecting via USB port.

i‘._% Honeywell USE Device Driver - InstallShield Wizard ). x|

Welcome to the InstallShield Wizard for
Honeywell USB Device Driver

» Connecting via Ethernet port.
NOTE: The panel that you are connecting to the computer is the
Gateway panel. DIP switch 6 on a Gateway panel must be set to ON
for a successful connection.

The InstallshieldiR) Wizard will install Honeywell USE Device
| Driver on your computer, To continue, click Mext,

5.1 Connecting via USB Port il

Warning: Do NOT connect the USB cable to the panel until AFTER
the drivers are installed.

WARNING: This program is protected by copyright law and
international treaties,

Follow these steps to set up the NetAXS-123 USB connection. (This

procedure should be performed only once.) T e
1. Insert the NetAXS-123 Product CD into your Windows-based
Eomputer. The NetAXS-123 product menu opens in the web 3. Click Next to display the Ready to Install the Program
rOWSer.
screen.

Note: If the product menu does not open automatically in your
browser, right click on the Start button and select Explore. In the
folder tree, find and click the CD drive that is reading the
NetAXS-123 Product CD.

© 2013 Honeywell, Inc. www.Honeywell.com
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NOTE: If confirmation dialog boxes pop up before or during the
installation, click the appropriate boxes to allow or approve the
installation.

i'._% Honeywell USB Device Driver - Installshield Wizard N LI

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation,

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

InistallShield

< Back I Install I Cancel

4. Click Install to initiate the installation.

5. When the installation is complete, the final screen appears:

Driver - InstallShield . x|

L] Honeywell USB D

InstallShield Wizard Completed

| The InstallShield Wizard has successfully installed Honeywell
| USE Device Driver, Click Finish ko exit the wizard,

= Back I Finish I Cance

6. Click Finish.

7. Connect the computer to the NetAXS-123 controller with a
USB-A to Micro USB-B cable.

8. Turn on the power to the NetAXS-123 controller.
Proceed to Section 6, “Logging In to the System” on page 7.

© 2013 Honeywell, Inc. www.Honeywell.com
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5.2 Connecting via Ethernet Port

You can connect the NetAXS-123 panel to a PC either directly with a
standard or cross-over ethernet cable as well as through an ethernet
switch with standard ethernet patch cables.
Perform the following steps:
1. In order to connect to the NetAXS-123 for the first time,
configure the computer's network connection:

a. Select Start > Settings > Control Panel.

b. Click Network and Dial-up Connections.

c. Identify your local Ethernet connection (commonly
labeled Local Area Connection), and right-click the
icon to display the Local Area Connection Properties
screen.

d. Highlight the Internet Protocol (TCP/IP) connection.
Click Properties to display your system’s current
Internet Protocol properties.

Important: Keep a record of your computer’s current network
configuration as it appears in this screen. You will need to re-instate
this configuration later.

f. Select "Use the following IP address."

g. Enter "192.168.1.10" in the IP address field.

h. Enter "255.255.255.0" in the Subnet mask field.

i. Click OK to accept the entries.

6) Logging In to the System

1. Open your internet browser (Internet Explorer and Mozilla
Firefox are supported).

2. Connect to the panel default address by entering the IP
address into the address box to reach the login screen:

/2 MSN.com - Microsoft Internet Explorer,

File  Edit View Favorites Tools  Help

@'Iil]\gl __;\’/

https:f{192,168.2.150 {

¢

.. Search g, <1 Favo?

Address [

» Ifusing USB: https://192.168.2.150 (fixed address)

» Ifusing IP/Ethernet: https://192.168.1.150 (default)

NOTE: When connecting to the web using a browser, you must use
https:// for a secure connection. The standard http:// that is the default
in most browsers will not work.

NOTE: The Ethernet IP address can be changed from the default

address for additional security or to align with an existing network.
Please refer to Appendix B for additional details.

3. Approve any security certificates by clicking “Continue to
this website”.
NOTE: Ifyou receive a certificate error message, follow the

appropriate steps to accept and move on. These steps will differ from
one browser to another.

© 2013 Honeywell, Inc. www.Honeywell.com
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NetAXS® . Honeywell
User Name
Password

Reset

4. Enter “admin” in the User Name field, and enter “admin” in
the Password field. Both the user name and password are
case-sensitive.

NOTE: For additional security, it is recommended that you change
your default user name (admin) and password (admin) to a new user
name and password. Refer to Appendix A for additional details.

5. Click Login to display the NetAXS-123 Main Window, also
referred to as the “Landing Page”.

Honeywell

NetAXS ®

Welcome admin

g% 2 Monitoring Cards System Tools

i ’i - Aarms G& - Display / Modity - General Configuration
- Events - Fitmware Details
=

- Doors - File Upload/ Download

10216864171
00:40840a57:31

Selected Panel

Reporting e Time Communications
~ EuentReports - T\mizmweg - Ehemst/Us8
~ CaraReports - Holidays - Host/Loop

o - Current Time - Ethernet Virtual Loop (EVL)

Access Levels Configuration
- Doors: 1 2

- Interlocks.

- Other 110 & Groups
- Site Codes

I Modify / Delete

Web Users
- dify  Delete
- Account Status

7) System Configuration

The flowchart below outlines the basic steps necessary to successfully
program your NetAXS-123 panel.

@

SET COMMUNICATIONS
1

‘

O,

v

SET TIME
1

v

ADD TIME ZONES
1

¥

CONFIGURE DOOR(S)

@
@
@

}

CREATE ACCESS LEVELS

W

@

\

ADD CARDS

These steps are fora
stand-alone gateway
controller. For details
regarding set up of
RS485 or EVL Loops,
please refer to
NetAXS-123 User
Guide.

Select communications
type (web or hosted, 485
or EVL)

Set the clock in the panel
to local time

Create time zones to be used to lock or unlock a door
by schedule as well as grant or deny access to a door
by a card holder

Create and label reader (s), input and output devices
and assign time schedules to doors

Defines which doors card holders can access and
when they can access them

Assign access levels to cards and then the card to
the card holder

Please follow the detailed steps in the next six sections to ensure the
successful programming of your NetAXS-123 panel. Start each of the
major steps on the Landing Page by selecting the link shown. Return
to the Landing Page by clicking on % .

© 2013 Honeywell, Inc. www.Honeywell.com
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Step @ - Set Communications to “Web Mode”.

System Configuration - Panel 1

[Gerera [ Fmvare e | [ Nerk [ 57 Codes] [ ][ Host/ Loop

© Directvia TCPIP
Reverse TCPJP

Comms Type AR
Host IP Address "
AAES Encryption

HostMode

thernet Virtual Loop (EVL)

Connection Type
Etheret Virual Loop

1. Under Communications,

click Host / Loop to display the Host/Loop
Communications tab.

2. Select None for Web Connection type. Select either EVL or

485 for communication type to downstream panels.
3. Click Submit to save the change.
4. Return to the Landing Page by clicking @ .

Step - Set the time.

Time Management Configuration

ICurrentTimel Time Zanes |[ Holidays

2 ‘ Tuesday, January 26, 2010 - 12:41:04 PM
m ©1zhour O 24 hour

New Date
B

PesigaRgn, e L

- Time Zones
- Holidays

1 New Time

| s T

1. Under Time, click Current Time to display the Current
Time tab.

2. Set current local area time, date, and geographic time zone.
3. Click Submit to save the changes.
Return to the Landing Page by clicking @ .

© 2013 Honeywell, Inc. www.Honeywell.com
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Step © - Add time zones.

-gHolidays
Current Time
1

Time Management Configuration
Time Zones |[Halidays

Start Time Days of Week | |

1 Default Time Zone (24)(7) 1200 Ant 11:59 P MTWTFSS r
2—p | Name: | |

End Time: [- [- =]~

3—p [ L FE @
Omonday CTuesday Clwiednesday CThursday Dl Friday

O saturday [ sunday
CType 1 Holidays [ Type 2 Holidays [ Type 3 Holidays

Link to Time Zone

Bl M,

1. Under Time, click Time Zones to display the Time Zones

tab.

w»ok v

Enter a Name for the time schedule.

Select Start Time and End Time. Select days of the week.
Click Add Time Zone to save the new time schedule.
Return to the Landing Page by clicking @ .

Step @ - Door Configuration
- Door Configuration: Label Reader

Conflguratlon

N - terlocks
ther /0 & Groups
- Site Codes

1. Under Configuration, click Door to display the Reader A

tab.

Door 1 Configuration - Panel

[inputs |[ outputs ]| Reader A [[Readsre]

General

Card Formats

Access Mode

Time Zones

R el bt

2. Enter a Name for Reader A.
Click Submit Changes to save the change.

Anti-Passback
IN out
Duress Output ‘ Output |- (Disabled via System Configuratio

s byt A e,

.!ﬂ |Door 1 - Reader A I

Disabled [- v
Card and Pin
card or Pin

cardonly | Default Tire Zone (24x7) v

Osu

Enabled Hard Soft

(Disabled via &)

3

© 2013 Honeywell, Inc. www.Honeywell.com
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- Door Configuration: Assign Door Auto Unlock Schedule

Configuration Inguts |Outputs| Reader A || Resdard

- Door

L
Ryfader LED

- Interlocks
- Other /0 & Groups

- Site Codes
2
— —
1 3 Digahle Interlock: | -
4 [ Enante

D Disabled

5 Toggle D Enable

ot I g st A e A s

1. Click the Outputs tab to edit the lock settings.

2. Enter a Name for the locking device / output.

3. Set the pulse time to determine how long the door will
remain unlocked when a card is swiped.

4. (Optional Step) 1f you want this door unlocked during a
scheduled period of time, select an appropriate time zone in
the Energized drop-down menu.

5. Click Submit Changes to save the changes.

- Door Configuration: Label and Program Reader LED

1.
2.
3.
4.

Configuration
- Door
- Interlocks

1

[Inpus || Outputs |[Reader a][ Reacers ]

- Other /0 & Groups iz
- Site Codes
/ puseTs TERCH E’Mm [20 sec

PR T PSR N R A O |l

Lock
Reader LED

Reader LED - Output 2

(0 W (] Enable

wn D WL

Click the Reader LED link.
Enter a Name for the Reader LED.

Set the pulse time to match the pulse time of the Reader.

(Optional Step) Select a time zone to energize the Reader
LED. You may want to use the same time zone used in D2

Step 4.

Click Submit Changes to save the changes.

© 2013 Honeywell, Inc. www.Honeywell.com
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- Door Configuration: Door Status (if used)
NOTE: Ifa door position switch is not used, SKIP THIS SECTION by

clicking on @ .

Configuration Ilnputsl Dulpits |[Reader & || Resgare

*# Huay /!ﬁ'ﬂus
. Status Input PRIG
- il /t [ seweEE

- Other /0 & Grow gyt 2: Door 1 Status

- Site Codes Reader B Tarmper | © Mormally Closed
/ P Mormally Open -
mode
‘ () Unsupervised

der A Tamper

1 2 3 -
4 O supenised
5 0 w0 Jwn (150 Ze
‘D 0 ‘Eacnnﬂs
6 Shunt: |-
Time Zones Disable Interlock: |-
Disable Alarm Msgs: |-
LTS Disable output |1 ]
T o Sats W
Click the Inputs tab.

Click the Status sub-link.
Enter a Name for the Input Device.
Select a Mode (Normally Closed or Normally Open).

Select Supervision type.

S kW=

Click Submit Changes to save the changes.

1.
2.
3.
4.
3.
6.

- Door Configuration: Door Egress (if any)
NOTE: Ifa Request To Exit (REX) device is not used, SKIP THIS

SECTION by clicking on @ .

Configuration Ilnputsl Outputs |[Reader & | [Readece

armally Open

/|

1

O Supervised

- Door
- Interlocks Status Status Input
gress
- Gther 0 & Groups {HE,ATWDE, agut 2 Door 1 Status
- Site Codes Reader B Tamper @Nnrmauycmgan
=S —

Shunt Time 0 |Hr D

hin Sec

55 Jowrs

Shunt: |-

T NI

Time Zones Disable Interlock: |-

Digable Alarm Mags: |-

LTS ] Disante ouput [1 v

T W I

Click the Egress sub-link.

Enter a Name for the Input Device.

Select a Mode (Normally Closed or Normally Open).

Select Supervision type.
Click Submit Changes to save the changes.
Return to the Landing Page by clicking @ .

© 2013 Honeywell, Inc. www.Honeywell.com
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Step @- 24/7 Master Access Level Creation and Configuration

Access Level Configuration

Access Levels

reade(s) and cicking Modiy’

T mddd I Madify f Delete
Output Group|

uuuuuuuuuuuuu

1. Under Access Levels, click Add/Modify/Delete to display
the Access Level Configuration screen.

Click Full Access on Panel 1.

Enter the Name “Master 24/7” for the new access level.
Click New Level to add the new access level.

Return to the Landing Page by clicking @ .

A

Step @- Add Cards

Cards 2 Add New Card(s)
~ o
- Display I Modify | single Add Selected
‘ Bulk Add: ) [
©
- Delete
Card Holdé
3 1 Temporary - Expires on 3]
4

Available

coesslevel

1. Under Cards, click Add to display the Add New Cards
screen.

2. Enter a valid Card Number.

3. Enter First Name.

4. Enter Last Name.

5. Select Access Level.

6. Click Add Cards to save and add the new card.

Test your card at the reader to verify that the door unlocks and
follows the assigned time schedule (if any).

Congratulations!

You have successfully programmed the NetAXS-123!

© 2013 Honeywell, Inc. www.Honeywell.com
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APPENDIX A) Adding a Panel

Additional panels may be connected downstream of the gateway
panel either via RS-485 or the Ethernet Virtual Loop (EVL).
RS-485 provides a means to
NetAXS123 hardwire up to 30 additional
Pty panels to the gateway panel.
Only the gateway panel will
NetAXS123
Downstream
Controller

contain an IP address while the
remaining connected panels are
configured (via DIP switch six)
as "downstream" panels using
DIP switches 1-5 to provide a

NetAXS123
Downstream
Controller

physical address.
The Ethernet Virtual Loop
neuaxsizs | (EVL) provides a means to
Conioter connect a group of up to 16

panels over a network
connection. When using EVL,
it is recommended that DIP
switches 1-5 be left at factory
default as addressing is
poBL configured in the web browser
SREI and not through the panel DIP
switches.

NotAXS123
EVL

NotAXS5123
EVL

Dewnatream
Controller

Step (A) - Enabling the Ethernet Virtual Loop (EVL)
Communications System Configuration - Panel 1

B \‘,
o= - =
- Host / Loop

"iual Loop (EVL)

“ Network ” Site Codes ” Downstream Devices |I Host / Loop Communication

© Direct via TCPAP
© Reverse TCPAP
@ none Web Mode

Host Mode
Connection Type

AckiNAK
Non Ack/NAK

Host IP Address

Port Number

:
1 Comms Type ‘
|
|
|

2 AES Encryption

\ Encryption Key
© 485
q >

Connection T
i @ Ethernet Virtual Loop

Time Sync ¥ Enabled 60 Minutes

®
Baud Rate & 2500y
115,200 bps R T

1. Under Communications, click “Host / Loop” to display the
Host/Loop Communications tab.

2. Select Ethernet Virtual Loop for loop connection type.
3. Click OK to reboot the panel.
4. After reboot, login.

© 2013 Honeywell, Inc. www.Honeywell.com
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Step - Configuring the Ethernet Virtual Loop (EVL)

Communications System Configuration - Panel 1
_ Ethemet/USB | e | e | e | e | B e ]| EVL

- Host/Lagp

- Erne'lrtus Loop (EVL)

4 _ Registered Controliers ] i D
B consoum—e=__| K u

1. From the Gateway panel, under Communications, click
Ethernet Virtual Loop.

2. Drag & Drop controllers to the left to add them to the group.
3. Repeat for all controllers to be registered.

Discovered Controllers

« | |

Refrash

MACOD408404BT 39
L. MACDO40840AB758
MACO04084040354

4. Return to the Landing Page by clicking the Home icon.

APPENDIX B) Adding a User

User Configuration - Panel 1

™ S T T T
PRI e e

'Accoun atls 2
Name: | ’ ] P:sswor&:
o J— ek B R O
4 — Account Status: O Enabled O Disabled
——_——'Lanmmue Preference: |EnglishDefaut v

A ot AP Bt 8L S o 5 b g s

1. Under Web Users, click Add/Modify/Delete to display the
User Configuration screen.

Web Users

Enter a Name and Password for the new user.

Select an Account Type (Admin, Service, or Operator).
Select an Account Status (Enabled or Disabled).

Select a Language Preference (default is English).

A

Click Add User to save the new user.

© 2013 Honeywell, Inc. www.Honeywell.com
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APPENDIX C) Changing the Ethernet
Default IP Address

1. From the landing page, click on Ethernet/USB in the
Communications section.

2. Locate the Ethernet IP Address, replace within the Network
Tab, and update with new values.

Network | Site Codes ” Downstream Devices ” Host/Loop Communications |

MAC Address | 00:40:84:0487:BA

© static: | 0 .0 .|D .|0
IP Address m
Ethernet © DHCP: 158.100.142.131

1

A1

Default Gateway | 192 . 168 5
T

Note: Please check with your network administrator before
changing the IP address since inputting incorrect values could
impact the surrounding network.

3. Edit Subnet Mask and Default Gateway, if required.
Click Submit to submit the changes.

5. Click OK to allow panel to reboot and then click OK again to
acknowledge "Reboot this Panel Now?".

6. After panel reboots, connect to new address using the https://
secure connection.

APPENDIX D) Enabling the In and Out
Readers

NOTE: In order to connect an In and Out reader, BOTH readers
must have the Hold line for proper operation.

1.

Wire In and Out reader per diagram inside the front cover.
Note: Make sure to connect Hold and Tamper lines
appropriately.
From the landing page, select the appropriate door in the
Configuration section.
Click on the Reader B tab.
Door 1 Configuration - Panel 1
ReatorB

Click to activate Reader B.

This reader is currently deactivated

Activate Reader B

On Reader B tab, enter the name for Reader B and submit
changes.

© 2013 Honeywell, Inc. www.Honeywell.com
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APPENDIX E) Additional Features

The following section provides a brief description of additional
features contained within the NetAXS-123 system. For further details
on set-up and use of each feature, please refer to the NetAXS-123
Resource CD or NetAXS-123 User Guide, # 800-05168.

Card Import

The NetAXS-123 has the ability to import a data file that contains
card holder information to assist in quickly adding card holders
information to the panel.

Database Backup

The NetAXS-123 allows you to save a backup file of each panel on
your PC for safe keeping.

Deleting Cards

Cards may be deleted either by number, a range of numbers or by
Card Holder Last Name.

Groups

NetAXS-123 supports output groups which are most commonly used
for elevator control.

Downstream 10 Devices

NetAXS-123 now supports auxiliary Input and Output Devices
(NX4IN and NX40UT boards). Refer to the installation and user
guides for details on wiring and configuration details.

Ethernet Virtual Loop (EVL)

Ethernet Virtual Loop feature allows multiple IP Network connected
controllers to be managed from a single IP Address.

Holidays

Holidays are special days that take precedence over a standard day.
Holidays are most often used for a day when no work is scheduled at
the facility, employees are not to have premises access and the doors
are to remained locked.

Reports

Events Reports: Allows generation of card event reports by last name
and card number.

Card Reports: Allows the ability to view cards and card data by last
name as well as card number.

© 2013 Honeywell, Inc. www.Honeywell.com
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User Card Types

Card types provide enhanced features outside of access levels.
Add New Card(s)

Access Levels

| single Add: Selected
<none >

Card Number(s) from
Bulk Add: ;

0
Last
Card Holder Name
| First:
g [l Temporary - Expires on

Card Type ‘ ' Supervisor
o vp - —=

} =
‘ 1 Limit number of uses to

Available

2_ testaccesslevel
3__testaccesslevel
4__ testaccesslevel
5__testaccesslevel

] »

* This heading configurable via System Configuration - General

*  Employee: This card type is what is assigned to the majority
of cards; has no special privileges and follows the assigned
access levels.

* Supervisor: This card type enables the user’s card the ability
to temporarily turn off employee access to a specific reader
regardless of the employee’s access level.

* VIP: This card type overrides the access level assigned to the
card and grants the card access at all readers regardless of
access level.

* Temp: This card type allows the ability to set an expiration
date at which time the card is de-activated.

* Card Expiration Date: Specifies the date that a temporary
employee’s card is de-activated.

» Card Use Limit: Allows the ability to specify the number of
times a card may be read at a card reader to which it has valid
access before the card expires.

First Card Rule

Also known as the “Snow Day” feature, this feature can be used to
ensure that a door does not follow a time schedule and remains locked
until a valid card is used at that door.

TZ Card Toggle

Also known as the “Lunch Hour” feature, this feature can also be used
to ensure that a door does not follow a time schedule and remains
locked until a valid card is used at the door. Unlike the First Card
Rule however, if the users want to leave for lunch, they can swipe
their card a second time at the reader to return the door to a locked
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state. After lunch, the users can then present their card to the reader
again and the door returns to following the assigned time schedule.

Door 1 Configuration - Panel 1

|mputs |0thput9||REaderA Raadars

Lock

O Discrete . Gri

Reader LED

e
Energized: | Front Door Unlock bt

|:| Enable

[ pisabled

TZ Card Toggle [ Enable
irst Card Rule [{MB=ETIE

Su

Time Zones

Changes

Both TZ Card Toggle and First Card Rule cannot be enabled at the
same time.

Reader Access Modes

By default, cards with a valid access level can be used at a reader
during the time zone in the Card Only drop-down list within the
reader configuration. Selecting the Supervisor or Escort mode can
modify these settings.

Door 1 Configuration - Panel 1

tputs IReaderAl Raadar8

“ ‘DDUH - Fieader A ‘

Disabled |-

Lockdown

TS E P Card and Pin

Card Only | Default Time Zone (24x7) % Dsupemsur Oescort

Time Zones Card or Pin
Soft

Anti-Passback
QuT
Duress Output ‘ Qutput l:l (Disabled via Systern Configuration)

Supervisor Rule

(Disahled via Systerm Confiquration)y

Enabled Hard
N

This feature enables a supervisor to temporarily turn off employee
access to a specific reader regardless of the employee’s access level.

Escort Rule

Also known as the “two-man rule”, this feature requires an employee
to also have a supervisor present their card at the door to gain access.

© 2013 Honeywell, Inc. www.Honeywell.com

19



NetAXS-123 Startup Guide, Document 800-05780V2 Honeywell

APPENDIX F) Monitoring Status Monitoring Door Status

The current status of each Door can be viewed live as well as

From the landing page, one may monitor the status of Doors, Alarms :
manipulated from the status page.

and Events.
The users can monitor the status of Alarms, Events, Doors, Inputs, Doors Status - Panel 1
Outputs, System, and Reports from their respective links in the Status CHex-aMnput0G0upULD maruaty. {003 4 St
navigation sidebar, as shown below:

Input 2: Door 1 Status [2] HNormal

= Input 1: Door 1 Egress [1]

y Door 1 - Reader m
NetAXS o Input 3: Door 1 TMPR-A[3]
System o vor o [

General || Firmware Details || Network ||:
Monitoring Input Status

B vecoosossonsrea The current status of each input device can be viewed live as well as

Alarms
Events
Doors
Inputs
Qutputs,

manipulated from the status page.
oo ECTION P pog
Cards: MNetdXS5123 Input Status - Panel 1
Card Data M ¥ Enabled Click input to manually shurt or unshunt
Input 2: Door 1 Status [7] Alarm [ Restore 1o Time Zone |
Input 1: Door 1 Egress [1] Alarm Restore to Time Zone
Input 3: Door 1 TMPR-A [3] . Mlarm | Festoreto Time Zone
Input 4: Door 1 TMPR-B [4] Alarm | Restors 1o Time Zone
Input 10: Door 2 Status [110] [ Alarm | Restore to Tme Zane
Input 9: Door 2 Egress [9] Alarm Restore to Time Zone
Door #2
. Input 11: Door 2 TMPR-A [11] ’ Restore to Time Zone
- e %‘,L ! AT |
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Monitoring Output Status Events
The current status of each output device can be viewed live as well as Monitors both panel and web-generated events. Dynamically
controlled. Doors can be restored to time zones or manually locked or refreshes when new events are generated.
unlocked. Events - Panel 1
Output Status - Panel 1 _W web
Display Invalid Card Format Events Max Events Displaved: | 25 +
_| Doors | Aux Other |[Ges [ vatommo )| povcanamo io1 [ in[pn|  cods | CrodPwsto | CaraHoidor amo |
Click an output 1o tongle its state 20242010 17:01:26 Input 14; Dowr 3 Status 1417 Ajar State &
" 20 20201017:01:26 Input 10: Dowr 2 Status 1013 Ajar State
‘ DuRUEAT ] festeraie.Time fons ANWI01T0122 | Iopw2 boart Stats | 2 | 2 Ajar State
‘ Output #7 [7)] 2010170041 | inputis:Door3 TMPRB | 16 | © Alarm State
‘ Output #11 (1] 2 24201017:01:11 Input 15: Door 3 TMPR-A 15| 8 Alarm State
& 3/ 202010 170111 o 10 Board Deviess 0o Online
‘ Output 23 [3] 21212010 17:01:11 Input 13: Dowr 3 Egress | 13 | B Alarm State
Output 29 [9] Remtore 1o Trme Zone U207 A1 | npsterzvoorz TwPRE | 12| & Alarm Stale
z 20 24201017:01:11 Input 11: Door 2 TMPR-A 1] 4 Alarm State 1
Output #13 [13] De-energized Restore to Time Zone
,,,,,, — e e = IEECRFETERN IR T e N N BT N I I
Alarms
Alarms can be viewed as system-generated messages that may
indicate the need for user attention.
Alarms - Panel 1
I Unacknowledged | Acknowledged
[ Selects De-select All Displayed 216 Unacknowledged Alarms Max Alarms Displayed: |2L'ﬂ
ickl_DatelTime D] | _ DevicName D] | N [PN|  Code [Cred.Pisite] CardHolder Name |
| 2/2/201017:01:26 Input 14: Door 3 Status | 14 | 7 Ajar State e
| 2/2/201017:01:26 Input 10: Door 2 Status. 10| 3 Ajar State
| 2/ 2201017:01:22 Input 2: Dowor 1 Status 2 2 Ajar State
O] zzz01017:01:11 Input 16: Door2 TMPR-B | 16 | G Alarm State
O] zziz01017:01:11 Input 15: Door3 TMPR-A | 15 | 8 Alarm State
O] 2 z201017:01:11 Input 13: Door 3 Egress. 13| 6 Alarm State
O] 2 z201017:01:11 Input#12.Door2 TMPR-B | 12 | 5 Alarm State
Bl Z2ani0ir0 i | g lapenziiena L1 ] 4 | AenEtEle | gt
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APPENDIX G) Adding Additional Doors

With the addition of either a 1- or 2-door Add-On board, the modular
design of the NetAXS-123 allows the ability to easily expand from
one door to either two or three doors.

Expanding from 1 door to 2 doors:

= 2 Doors

Setup of the 2nd and 3rd door is accomplished by selecting Add/
Modify/Delete under Access Levels from the Landing Page and
enabling the correct door, reader and access level.

To expand your system beyond three doors, please refer to the
NetAXS-123 User Guide, # 800-05168 or NetAXS-123 Product CD.

APPENDIX H) Resetting the Panel

NOTE: When you use the DIP switches to reset a panel to the
original factory default values, the Event History is lost and any
customized databases are removed; the panel is reset with the original
factory default database. This does not affect the Ethernet IP address.

To reset the panel to the factory default values:

1. Make a note of the existing settings on SWI DIP switches.

2. While the panel is powered up, turn all of the DIP switches to
the OFF position. NOTE: The OFF position of the DIP
switches is towards the outer edge of the panel. The ON
position is towards the inner part of the panel.

3. Power down. Then power the panel back up.

Wait for the panel to come up. The RUN LED should flicker
fast.

5. Set the DIP switches back to their original positions.
6. Power down. Then power the panel back up.
7. The RUN LED should flash at a normal pace.

The panel is now reset to the original factory default values.

Factory default DIP Switch settings:

© 2013 Honeywell, Inc. www.Honeywell.com

22



NetAXS-123 Startup Guide, Document 800-05780V2

Honeywell

NOTE: If using EVL, DIP switch addresses are not used as
addressing is configured in the web browser. Refer to Appendix A
for additional details.

51 |s2 |s3 |54 |55 |S6 |s77 |s8°|s9”|s10°|Selection
OFF | OFF |OFF |OFF |OFF |OFF |OFF |OFF |OFF |OFF |Address 0

Reset Panel
OFF |OFF |OFF |OFF |OFF Address 1 (Default)
OFF|ON |OFF|OFF|OFF Address 2

ON |ON |OFF|OFF|OFF Address 3

ON |ON [ON |ON |ON Address 31

OFF Downstream Panel
ON Gateway Panel
(Default)

OFF Allows the User
Pravided Ethernet IP
Address (Default)
ON Forces Ethernet IP
Address to
192.168.1.150
OFF|OFF RS5-485_1termination
(EOL) DISABLED

ON |ON RS-485_1 termination
(EOL) ENAELED
(Default)

2 DIP Switch 7 does NOT require a panel reboot to take effect. This does not affect the
USB IP address.

b Both DIP Switch 8 and DIP Switch 9 need to be either ON or OFF to be properly
configured.

€ S10 is not used. Default is OFF.

d When used in EVL mode, panels ignore S1-S5, and address is assigned in web
programming. In this case leave address switches as default.
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Technical Support

Need Support? We're Always There For Our Customers!
Contact Technical Support before, during or after a system installation
whenever troubleshooting or programming assistance is needed.

Call 1-800-323-4576, Option 2
Email: HASsupport@honeywell.com (For North America Authorized Dealers
only)

After Hours? Check out our website:
https://www.honeywellaccess.com/contact/tech/index.html

Technical Support Services
Honeywell Access Systems' technical support group is available to assist
Honeywell dealers with issues they may encounter with Honeywell Systems
Group hardware and software during system installation.

Product Matrix
Find product information including datasheets, manuals, images,
drawings, A & E Specs and other information.

Download Center
Existing customers get valuable software upgrade information.

Technical FAQs
Read frequently asked questions ranging from the basic to the unique
along with product bulletins.

Document 800-05780V2

August 2013

© Honeywell International, All Rights Reserved

Specifications subject to change without notice

For more information see NetAXS-123 Resource CD

Technical support : 1-800-323-4576, Option 2

Honeywell Access Systems

2700 Blankenbaker Pkwy, Suite 150, Louisville, KY 40299 | 1-800-223-9436
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