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FREEWAVE

Vision

[ FreeWave, cuando se trata de
telemetria/telematica de sistemas remotos,
moviles o portatiles, responde con la plataforma
de radiocomunicaciones indicada para enlazar
procesos y dispositivos criticos, localizados en las
condiciones ambientales mas extremas;
transportando de manera segura, sehales
VVDSTM (voz, video, datos, sensores) desde los
sensores en campo hasta los servidores en los
centros de control (S25™).
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Corporate Overview

Description

Founded

Headquarters

Customers

Deployed

Security
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FREEWAVE

Pioneer in Industrial IoT / M2M Wireless Transport
20+ Consecutive Years of Profitability

1993
ISO 9001 Certified

Boulder, CO USA

5000+ MADE IN USA

#1 Oil & Gas
#1 Small/Mid-sized Unmanned Vehicles
#1 Precision Agriculture

Millions of units sold
Over 2 Million UAS combat hours with no Command/Control
failures

IEEE 1686, FIPS 140-2 and 256-bit AES available
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Mercados & Aplicaciones FREEWAVE
Market Leadership Other Markets
' 0 Environmental
Monitoring
#1 0l & Gas I Smart Grid
Utilities
#1 Precision Agriculture Mining

Water / Wastewater

GPS

#1 Small/Mid-sized

Unmanned UAV o
Irrigation
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Industrial Internet of Things (lloT) N VVAVE

* Conectividad avanzada entre:
dispositivos-sistemas-servidores-usuarios

» Crea un entorno inteligente dentro de un ambiente industrial; lo que redunda en
altos niveles de productividad, eficiencia y seguridad.

* Latecnologia inalambrica facilita el despliegue y el alcance del lloT, permitiendo
el sensado y control de objetos remotos:

* Telemetria / Telematica / Tele-control

*  M2M (machine to machine)

e Automatizacion/SCADA

e Smart City/Building/Home

* Smart Grid

* Intelligent Metering (agua, energia, gas)
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Industrial Internet of Things (lloT) -
y Edge Computing

* lloT genera gran cantidad de datos

Para el momento que estos llegan a la nube para su analisis, la oportunidad para
actuar en consecuencia podria haberse desvanecido.

 Edge Computing
Estructura de computacion descentralizada que confiere a dispositivos terminales

las capacidades de:

v Analizar la informacién de caracter urgente préximo al lugar de la red donde es
generada, en lugar de ser enviada a la nube.

v La toma de decisiones sucede en milisegundos.
v’ Enviar informacion selectiva a la nube, para propdsitos de almacenaje e histéricos.
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Capas de la red de radio | B A
Definicion de distancias |

Distribution Aggregation Access
Layer Layer Layer
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Tecnologia S2S™

‘ A\
R A4

Adquisicion

Datos desde cualquier
sensor

+ Analog and Digital

+ Industrial

+ Chemical

*+ Flow

+ Navigation

* Pressure

+ Force

+ Thermal

+ Electric Current

+ Acoustic

+ Encryption l

+ Frequency Hopping

+ Port Disabling

+ Physical Tamper

+ Threat Protection

* Vulnerability Assessment
+ IEEE 1686

+ Seismic /

Proteccion

De la informacion

J

N -

Transporte
Conectividad
inalambrica de datos
sin fisuras desde el
sensor al servidor

* RF

» Wi-Fi

+ Short Haul

+ Back Haul Partner
« Core

\

Q)

Control
Inteligencia en el
borde de la capa de
acceso y gestion de
toda la red

« Distributed Apps

» Local Execution

+ Global Communication
+ SNMP Management
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FREEWAVE

Sensor-2-Server ™ innovadora tecnologia para la capa de acceso del lloT




Tecnologia VVDS™ FREEWAVE

= e SeS=

St 2
' THESE PREMISES |9
E=| ARE PROTECTED BY [

Trafico
de Red
lloT

VVDS™
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FreeWav? y sus . - 3 e e
Tecnologias de Radiocomunicacion

* Frequency Hopping Spread Spectrum (FHSS)
v Alta inmunidad al ruido
v’ Largo alcance

v" Moderadas tasas de transmision de datos

 Wi-Fi (IEEE 802.11)
v’ Altas tasas de transmisidn de datos (sefiales VVDS™)

v Moderado alcance
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Portafolio de Productos FREEWAVE
Mas de 1500 Configuraciones de Radio

g " 4, ; 8, i)
a GXM  WavePro ==

MM2 . HT-PE
/' MM2-Ethernet £ L
Ry c D

" 'FGR240

Zumlink
10 Expansion LE]

' FGR2, GX
-~ DC Gateway
WaveContacias®
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Portafolio de Productos FREEWAVE
y su distribucion en la Red de Radio

% a\\
S ap Ty

i ]

ko - Lo L
'ﬁ_r:::::::: D‘s““bu?o Backhaul =
gﬁﬂffﬁﬂ-"f = 3Res //' ! * ' ! Laye e —
‘ /"~ WavePro™ and 7 R
Border Controller™ { \\ v\.\\\
S \

Backhau M
Partner
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Zumlink Series FREEWAVE

- - =
i./%f/:'fﬁi'if/ffi'f:i( Multi-High Speed Programmable FHSS Radio

= Up to 4Mbps data link rate

= 902 — 928 MHz frequency range
= 1 Watt output

» Serial - Ethernet— USB

» [loT Programmable Radio (IPR)
» Peer-to-Peer/ Meshing

Z9-PE Enclosed Radio
S Ry

Z9-C and Z9-T Radio
Modules

Z9-PC Ethernet Module
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ZumlLink Series FREEWAVE
una Radio que va mas alla de lo tradicional

lloT Programable Radio (IPR) Peer-to-Peer / Meshing Networks
= Permite desarrollo aplicaciones en JAVA, » Todas las radios en la red pueden comunicarse
Python, C++ entre si
» Aloja y ejecuta dichas aplicaciones = No se mantienen las topologias tradicionales
= Memoria flash de 1Gb PtP, PtMP
= Memoria RAM de 512Mb = Gateways y Endpoints se mantiene en modo
hopping

-—

-~
tao—

-
el -

>
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ZumlLink Series FREEWAVE
una Radio que va mas alla de lo tradicional

Packet Compression
- Comprime el tamafio de los paquetes 4 Mbps RF link rate throughput (kbps) .
* Aumenta el rendimiento en RF

Packet Aggregation 1650 ——— 1740 ——— 1800 ——— 1800

- ’ - ~ /
« Combina multiples paquetes pequefios 1250 ——1320 \ \

* Aumenta el rendimiento en RF

- < 7
Forward Error Correction (FEC) % %, %, % % %
+ Adiciona bits para la deteccion y correccion de errores
« Aumenta la confiabilidad de la transmision, mejorando la sensibilidad y el alcance

Adapting Spectrum Learning
* Analiza el estado del canal
+ Transmite si no hay sefiales presentes, de lo contrario se abstiene.
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WavePro Series FREEWAVE

2.4GHz Communications

Wired Communications

= 802.11b/g/n Two 802.3ab (GigE) Ports
= Up to 450Mbps PoE+, 802.3at Operation
= 20/40MHz Channels * !A Powers PoE Devices

= 3x3 MIMO

IPv4 and IPv6 Ready

= 5dBi, Omni Antenna Layer 2 Services

Industrial Grade

5GHz Communications

Ethernet Suppression, 4kV \(ALLLL
il-,T -y » 802.11a/n/ac

= Up to 1300Mbps

= 20/40/80MHz Channels
| = 3x3 MIMO

-40°C to +60°C | = 7dBi, Omni Antenna

RF Suppression, 4kV

N-Type, Male Connectors

IP67 Enclosure
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WavePro Series FREEWAVE

Desempeno PtPy PtMP

802.11 Maximum Data Rates

1500 Mbps

5.8 GHz PTP Link Ranges for US Market
1300 Mbps

1250 Mbps
1000 Mbps

i Panel — :
750 Mbps 18dBi Panel w3 0.8 - 1.6 Miles

7dBi Omni === 400 Yards
500 Mbps 450 Mbps i

300 Mbps R B "o
250 Mbps S . o 3
5.8 GHz PTMP Link ﬁﬁggs for-USiMarket

802.11ac S y | -

y
(3x3 MIMO)

0 Mbps

802.11n
(2x2 MIMO)

802.11g

802.11n =
(3x3 MIMO)

Bs &

%

[
28dBi Dish 0.8~ 1.8 Miles

23dBi Panel 0.8 - 1.8 Miles
18dBi Panel 0.8 - 1.8 Miles
7dBi Omni 0.2 - 0.6 Miles
oy — -
- —
= —
5dB 10"18dB
FCGETRP limit of 36dBin
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Wireless 1/0

Dispositivos Inteligentes & Sensores

« RS-232/422/485
e Modbus RTU/TCP
 Ethernet.

Sensores Analdgicos & Digitales

e 4-—-20mA

« 0-3.3Vvdc,
« 1-5Vdc

« 0-10Vdc
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FREEWAVE

Access Layer Concentration Layer

To Data Center,
RTU, PLC, SCADA

DC Gateway

1/O Expansion

Wire Replacement/Signal Replication
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Solucion Total FreeWave FREEWAVE

Redes Inalambrica para:

1/Os
Adquisicion Movil/Remota de Datos
Peer-to-peer (P2P)
Con reparacion automatica (redundancia)

Servicios de Cloud Remotos
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The FreeWave Solution R A
For the Industrial IloT M2M Access Layer

‘Legend
= FHSS Link = = =—
* Wi-FiLink == == =

. = Wired Link
Backhaul
lloT Central
Partner Analytics

7.
—— \\49\

Central Analytics Engine
Data At Rest

Sensor-2-Server Communication

= |/O Sensor Data Collection [0 & ™
= Remote Data Logging Y = m s
= Analog, Digital Sensors i -
= Distributed Application Support =
= Self Healing Seamless Connectivity
ACCESS LAYER AGGREGATION DISTRIBUTION CORE/DATACENTER
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The FreeWave Solution R A
Application Platform for Edge/lloT Solutions

| T ——— I : i
Key Benefits Legend
= Connects any legacy or digital sensor to the network * FHSS Link == = =
= Programmable JAVA or Python Platform * WiFiLink = =— =—

= APl and SDK-enabled to write local ‘command and * Wired Link
control applications

v" Modbus to MQTT translation app
v' Seismic analysis app

v Radio auto-optimization app

DC Gateway

Backhaul
Partner

et F3K 38

Application Message/Data Routing
= Allow multiple applications to subscribe to data
= Letmultiple applications consume the data
= Route all or selective data or application output:
v' SCADA
v Oracle

B —————————— [ e

ACCESS LAYER AGGREGATION DISTRIBUTION

Jiﬁﬂi‘fJ 5533" 2Rees

o
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The FreeWave Solution I A
Cyber Security Protecting lloT Networks

ro™fand N
ontroller™ ’
Backhaul Legend
Partner = FHSS Link™ = =

Secure Demarcation Point * WLk F=E= =
= Secure Bootloader/ Dual * Wired Link

Image @
= Encrypted, Signed Software = Encrypted

= Role Based Access Control
= Enhanced Audit Trail = |[EEE 1686
= Enable/Disable Ports ‘
= Physical Tamper Indicators
= FIPS Compliant Encryption

GIZO

= Firewall

ACCESS LAYER AGGREGATION DISTRIBUTION CORE/DATACENTER
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Intelligent Electronic Device (IED)

IEEE 1686 Cyber Security

5 IED cyber security features
5.1 Electronic access control
5.1.1 IED access control overview
5.1.2 Password defeat mechanisms
5.1.3 Number of individual users
514 Password construction

5.1.5 IED access control

5.1.6 IED main security functions
5.1.7 Password display

5.1.8 Access timeout

5.2 Audit trail

5.2.1 Audit trail background

5.2.2 Storage capability

5.2.3 Storage record

5.24 Audit trail event types

5.3 Supervisory monitoring and control
5.3.2 Events
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5.3.3
5.3.4
5.3.5
5.3.6
5.4

54.1
54.2
5.4.3

5.4.4

5.4.5

5.5
5.5.1
5.5.2
5.5.3
5.5.4
5.6
5.7
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FREEWAVE

Alarms

Alarm point change detect
Event and alarm grouping
Supervisory permissive control
IED cyber security features
IED functionality compromise
Specific cryptographic features
Cryptographic techniques

Encrypting serial communications

Protocol-specific security features

IED configuration software
Authentication

Digital signature

ID/password control
ID/password controlled features
Communications port access
Firmware quality control




The FreeWave Solution
SCADA / Smart Grid for Distribution Automation
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Legend
= FHSS Link = = =—
= Wi-FiLink e e o=
* Wi-Fi MeShe= == =
= Wired Link

”u‘?\

T &éé§\\ S

N ,, Backhaul

Backhaul
Partner

Border Controller Intelligence
= |/O Sensor Data Collection

= Remote Data Logging

= Data In Motion

= Remote Predictive Analysis Module

I

Data Storage
& Retrieval
=Native Data
=Treasure Data

lloT
_Cer_mtr_al

S
Central Analytics Engine
Da‘{a At Rest

Predictive Analysis Core

DISTRIBUTION

ACCESS LAYER AGGREGATION

o 2 " S @ :n
o ‘ L3 = m o=
" > 1 - =
CORE/DATACENTER
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FREEWAVE




The FreeWave Solution FREEWAVE
for Oil & Gas

Legend Data Storage
7 = FHSS Link == = == & Retrieval
e s N s = =Native Data
WEFILINK — — — =Treasure Data
= Wi-Fi MeShm= w= = *
= Wired Link e
lloT
Central

% §)
,\\;\____‘,

Backhaul
Partner

yp———
Central Analytics'l::ngine
Data At Rest

Predictive Analysis Core

Controller to Controller Border
Intelligence

g I

= |/O Sensor Data Collection Lt lm aee j »
= Remote Data Logging =
= Data In Motion » g RS -
= Remote Predictive Analysis Module »
|4
ACCESS LAYER AGGREGATION DISTRIBUTION CORE/DATACENTER

2/10/2017




Gestion de Soluciones

TOOLSUITE

= Network Monitoring

= Configuring the network
= OTA capability

SNMP COMPATIBLE
= Solarwinds

= Other major NMS software
packages
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FREEWAVE

[\ 5ol Sute 3

Tool Suite 3

+ Laptop Test Network

»
s
“
" =
1 e et -
» Noses
W Groups
—= -
i Duacseccas

™

d GlennDemoEP
9346316  WCI0-RI-23

Device Modet: Mnnam

— = KRl e

[ ricemation | Conbouration | el Disgrostics | Modbus Master | Dota oger |
[ o)

Collections

—

"General” Data Points

_mmm mmwm

[ Delete Cotection [l Add Data Foint |

FreeWave,

MTMMD&E
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- = FREEWAVE
FreeWave y sus Diferenciadores

s —— (= Fog Wireless App )
Server
Inteligencia = JAVA™ and Python

\* SNMP Management

. I

e 3 )
» Encryption
= |EEE 1686

Seguridad de la Informacion
= FHSS

FHSS, Wi-Fi
Gateway/Client
Enclosed/Embedded
Industrial Ready

Infraestructura de Comunicaciones
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FREEWAVE

Agradecemos su atencion!

www.freewave.com
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