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Wireless Network Management Feature Highlights

AltaiCare is a cloud-based wireless network management and service control system. The goal is to help end users deploy their WiFi service
as easy as possible, using this All-in-One system.

Wireless Network Management Feature Highlights:

= Site-based configuration
= Zero configuration

= Realtime AP and station . I
performance stafistics = Schedule-based WLAN service provisioning

= Inferactive performance stafistics Configuration Schedule-based firmware upgrade
diagrams Management " Multiple firmware image
= Top 5 usage stations and AP list
= Site/AP performance dashboard
= Schedule-based statistics
reporting
=  Google map support

Performance =  Multi-layerindoor map support
Management AT BT
Network
= Real-time alert collection
and reporting
= Visual fault alert via = 3-tier login for project administrator,
network map . site/service domain administrator and
. Email alert Fault Operation and site/service domain monitor
Management Administration Responsive Web Ul - tablet/ jumbo screen

(for NOC)

= Powerful search engine
o [
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Service Control Feature Highlights

Service Control Feature Highlights:

= EAP authentication
=  MAC address authentication
= Portal authentication
= Per SSID authentication type
Choice of = Combined authenfication support
Authentication = Local breakout with roaming support

= |ocal user account database
with user QoS profile

= RADIUS accounting and

reporting support .
=  Prepaid/post-paid S e rV I C e

(subscription)/guest access

models Control

= Customizable local portal
= External portal service interface
Ease of = Remote RADIUS inferface

Billing Service Integration
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Typical Network Topology

and Management Traffic

Legend

<—> CAPWAP Management Traffic (in VLAN 100)

NATed CAPWAP Management Traffic to/from
AltaiCare Cloud Server

Gateway for ALL AP

VLAN 100 (Management VLAN for Hotspot 50): 192.168.100.1/24

AltaiCare

) | NOC

: Core

i Switch @ 3

1

i

I Asc . Gateway

I 192.168.50.x/24 (Firewall & NAT)

1 MgmtVLAN: 50

1

I

| IRy ——— SR S ———————
Distribution Switch

Distribution Switch
VLAN Trunk:

100, 150, 160, 170

A8n(ac):
192.168.51.x/24
Hotspot 1 Mgmt VLAN: 51
9

—

Access Switch

Hotspot 50 Access Switch

(Altai Office)

Note: VLAN setup is optional. You can

_' deploy your network in non-VLAN
_', environment to work with AltaiCare.

A3w:
192.168.100.30/24
Mgmt VLAN: 100

INLT/N\I

Super WiFi



Typical Network Topology and Client Traffic

4 N\
Legend Gateway for ALL AP and wireless clients
VLAN 100 (Management VLAN for Hotspot 50): 192.168.100.1/24
I VLAN 150: 192.168.150.1/24 with DHCP Server for WPA clients
WiFi Ethernet VLAN 160: 192.168.160.1/24 with DHCP Server for MAC-Auth clients

-

VLAN 170: 192.168.170.1/24 with DHCP Server for WPA-PSK clients

)))) Care_CT_Portal | <— VLAN 100 (Mgmt VLAN)

)))) Care_UDT_Portal | <—s VLAN 100 (Mgmt VLAN) | = = e o o o o o o o o o o

I NOC i
>))) Care_WPA <—> VLAN 150 1 Core 1 e
1 . 1
1 Switch 1
)))) Care_MAC_Auth | <—= VLAN 160 1 E i > Internet
1 1
Care_WPA_PSK VLAN 170 : -_ 2 Gateway : -
(. (Firewall & NAT)1 =
1 A3c: 1
<—> NATed Client Traffic to/from Internet 1 192.168.50.x/24 1
J : Mgmt VLAN: 50 :
| R —————— S S T--------------l
Distribution Switch —d Note: VLAN setup is optional. You can
—4 deploy your network in non-VLAN
D gv "" environment to work with AltaiCare.
) Distribution Switch -
= VLAN Trunk:
100, 150, 160, 170 A3W:
)
@ £ (M1 192.168.100.30/24
ABN(aC): I w — } Mgmt VLAN: 100
192.168.51.x/24 i OISpo i z
Hotspot 1 Mgt VLAN: 51 Access Switch (Altai Office) Access Switch “ I:I
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Call Flow for Built-In Portal Auth

11

Wireless Client

Od

Client Association to
Wireless Network

AP

il
é %)

DHCP Request

DHCP Response with IP
Lease; *See Remark for
the IP_Pool Info

User opens a Web Browser
with HTTP Request User-URL |

Redired|

Local Gateway

I User to Login Page with Query]

https://login.altaitechnologies.com:8443/portal/.

Internet

String -
./index.html?...

AltaiCare (On-Cloud) / R

HTTP Response 200 and

Return Login Portal Page

Login with valid

Username/Password S

RADIUS Access - Request
(Username/Password)

User Identity Verfiied OK and
RADIUS Access - Accept

Redirect User to

E Landing Page

Outbound Traffic

NAT for Outbound Traffic

—
=
-
-
-
-

1
\
\
1

NAT again for
Outbound Traffic

Inbound Traffic

Inbound Traffic

e e ——

Inbound Traffic

1
1
1
!
>
1
1
1
1
|
N

N

~

emark:

AP as *DHCP server,
RADIUS client &
authenticator, and gateway
with NAT for wireless client
traffic

by
&

AltaiCare as RADIUS server
and web portal hosting
server

# 2.4G and 5G clients will get IP
address from the default pools:
192.168.120.0/24 & 192.168.121.0/24

respectively /

User Data Traffic running in
Management VLAN for
VLAN-enabled local network
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Call Flow for Built-In RADIUS Auth (WPA)

Wireless Client AP Local Gateway Internet AltaiCare (On-Cloud) Remark:
(Supplicant)

oo <y =2 &

Client Association to
Wireless Network

authenticator

@ AltaiCare as RADIUS server

\\\\\.‘l{_;yjj AP as RADIUS client &

EAP Start
Local Gateway as DHCP
EAP Request-ldentity: % server for wireless clients
Username/Password and NAT implementation on
their traffic
EAP Response-Identity: k /
Username/Password

RADIUS Access-Request (EAP Responsg-ldentity:
Username/Password)

Acgess Challenge Message Exchange

RADIUS Access - Accept

EAP Success

e L User Data Traffic running in
———- Service VLANs for VLAN-
- enabled local network

1
DHCP;RRequest

1

1

DHCP Respon'se with IP Lease
from the Pool 0f Service VLANs

NAT for
Outbound Traffic

Inbound Traffic A LTA l

Super WiFi

ey ey =
\
\

|
1
Outbound Traffic

1
|
1
Inbound Traffic
I
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Portal Template Types

3 different ways available for portal design. Each one can its own login feature support and advantages.

1. Custom Template (Built-In)
2. User Defined Template (Built-in)

Flexibility on Portal

Login Feature Support; Layout Design

User Friendliness

3. Package Upload (Built-In/External)
Below is a table to summarize different login type support for different templates

Predefined User

Auto-Generated User Account Type Account Type

Sign Up Login 1 Sign Up Login 2 |User Account Login

Social Account Login Guest Login (with Passcode (no Passcode return (Username /
(Single Button) return for login) required) Password)
Facebook Google Email
Custom Template v Y Y Y
(Built-In)
User Define S, S, P

Template (Built-In)

Package Upload
(Built-In/External)

13 INLTAI
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Access to AP WebUI

15

W &) = E e
[ A3w Indoor Dual-band = %
C | @ Not secure | 192.168.1.222/cgi-bin/luci | &J

&«

i e
[ o Firmware Version: 2.1,0.1211
CPU Load: 0.25, 0.13, 0.10

Uptime: 01h 22min 50s

Authorization Required
Plzase enter your username and password.

Username: |admin |

Password: |. |

[i—.1

& Nofe:

S®| 1. DefaultIP: 192.168.1.222/24
2. http/https is supported for WebUl access.
3, Default username/password: admin/admin

LT/
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Step 1: Network Setting

Configuration * ~dministration Procedures:
Network © " i

1. Make sure “Switch Mode" is selected as Network Setting

General Safe Mode

General Network Setting

WAN/LAN Interface Assignment

2. Assign valid IP settings including Management IP Address,
Subnet Mask, Default Gateway and DNS Server IP Address
either via DHCP or with Static IP configuration so that the AP

Network Setting

Network Setting:  [Switch Mode " Enable NAT Mode: pa .
l > can get access to the Internet and AltaiCare cloud server
Enable IPv6: [] . .
a 3. Click "Submit” button
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: |S{aﬁc ﬂ LAN IP Address: Na
IPv4 Address: h 92 | |168 | |1 00 | ‘30 | LAN IP Address Mask: pa
IPv4 SubnetMask: pss |5 [.pss | |
IPv4 Default Gateway: 192 [ 168 |.[100 | Q1 |
IPv4 DNS Server IP Address: [10.6.127.4 3
[ ] —
__’Q Note: AltaiCare service is not supported under Gateway
WAN Setting(IPvE) Ethernet Setting " Mode
Internet Connection Type: i
yp Static ﬂ Mode s
etho 100Mbps/Full V] _—" IMPORTANT NOTE: pNs server IP is required to
ethl 100Mbps/Full  [v] * | resolve the domain name of the AltaiCare cloud server:

care.altaitechnologies.com. If you are not sure about your
ISP DNS Server IP, you can use Google Public DNS Server
Enable STP Mode: [ ] e.g.8.8.8.8

S o |
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Step 2 (Optional): Management VLAN Setting

(Applicable to local VLAN environment only)

~dministration

Safe Mode
VLAN Configuration

VLAN Profiles
VLAN ID Interfaces IPv4 Address/Subnet Mask Ma":E::‘e"t
eth0
ethl
(= .
: APO_0(Superwifi Network 0) "'f &
AP1_0(Superwifi Network 0)
3 Add VLAN..
Interfaces
Default VLAN -
Interface Type PVID T VLAN(s) Edit
ethd Trunk (KR all Edit
eth1 Arcess NA NA i Edit
APO_0(Superwifi Network 0) Access NA NA il Edit
AP1_0(Superwifi Network 0) Access NA MNA 1 Edit
° Create VLAN
VLANID: [100 | (1-4054)
IPv4 Address: Lo l B o |
IPv4 Subnet Mask: 255 | [255 | bss |- p |

Procedures:

1. Check the box of Enable VLAN

Click "Submit”button to save the changes

Click "Add VLAN..."” button to create a new VLAN profile for
management VLAN

4. Input the management VLAN in the field of VLAN ID and click

“Submit” button. In this example, VLAN 100 is the management

IS

VLAN for the local network

—
_—" Note: Make sure the firewall and IP routing settings of the
_’_
local network allow the AP fraffic fo reach Internet via
local management VLAN for the AP connection with

AltaiCare cloud server.

INLT/N\I
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Step 2 (Optional): Management VLAN Setting
(Applicable to local VLAN environment only) (Cont.)

Administration
Mgt Procedures:
- 6. Click "Management VLAN" button on the newly created VLAN
General - VLAN - DHCP - PortForward -  Safe Mode
VLAN Configuration entry, i.e. VLAN 100, in the VLAN Profile list
Enable VLAN: [ 7. Make sure the interface to the Internet to be set to “Trunk” type.
VLAN Profiles In this case, eth0 is the interface communicating with AltaiCare,
VLAN ID Interfaces 1Pv4 Address/Subnet Mask Ma"‘?l?:;’e"t so it is set to “Trunk™
ctho 8. Click "Submit” button
thi
! APO_(Superwii Networko) [0 MO 10101/ s L@es @eslp | © =
AP1_0(Superwifi Network 0) 6
100 etho ff52 .3} {i00]. B0 55155 .65 .5 P © 5
Add VLAN...
Interfaces

Interface aType PVID Default VLAN Tagging VLAN(s) Edit

etho Trunk 1T ¥ 0 all Edit

ethl Access NA MNA 1 Edit

APO_O(Superwifi Metwork 0) Access NA NA 1 Edit —] ) )
__ ] —4® Nofte: All network nodes and links should be configured as
AP1_0(Superwifi Network 0) Access NA NA 1 Edit ;e
frunk to all service VLANs and management VLAN for

different kinds of traffic to/from the AP.

i
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Step 3: Enable Remote Management

Status

System

Configuration . . istration
Network | Remote Mgmt

anagement
cEnanle Remote Management: |+
Management Type: [AftaiCare v
Connection Type: | Cloud bl |
e Radio0{2.4G): [Full Management ]
Radio1{5G): [Full Management v]

W <o |

Procedures:

1.
2.
3.

4.

Check the box of Enable Remote Management
Select AltaiCare as Management Type and Cloud as Connection Type. This opfion will let AP connect to the AltaiCare cloud server (care.altaitechnologies.com)
Select one of the following opfions for the management type on both radios: (1) Radio0(2.4G); and (2) Radiol(5G)
(1) Not Management: Under this mode, all the radio configuration and stafistics monitoring will be disabled in AltaiCare
(2) Full Management: Under this mode, the radio will be fully managed by AltaiCare. Any configuration changes made on the AP radio and WLAN profiles in
AltaiCare will be provisioned to the AP. In general, this option is selected when the device is operating in AP mode
(3) Monitor Mode: Under this mode, all the radio settings in AltaiCare will become non-configurable. Also, any configuration changes made on the WLAN profiles in

AltaiCare will not be provisioned fo the AP. In general, this option is selected when the device is operating in Station Mode, Bridge Mode and Repeater Mode

for radio statistics monitoring

Click “Submit” button
INLTIN\I
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Step 4: Save & Apply AP Configuration Change

mifEdP3 | Reboot AP | Logout

|

= Note: Be reminded to click “Save & Apply” at the top right corner of WebUl to make all

Firmware Version: 2.1.0.1211 ﬁ
CPU Load: 0.48, 0.16, 0.04
Uptime: 18h 20min 40s

Unsaved Changes: 13 | Save & Apply
Download Loqs\

configuration changes take effect.
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AltaiCare Hierarchy Overview

Note: AltaiCare runs on a project basis. You will be given a .
: o Project
project account at the beginning. From there, you can freely

create/edit/delete your own sites and service domains with

admin/monitor accounts for your project run.

| |
Si . Domain A .
ite A (Default) Site B cee (Default) Domain B oo
AP Group AP Group = User Group(s) = User Group(s)
* Branches * Branches
— Portal Profile(s) — Portal Profile(s)
— WLAN((s) — WLAN(s)
Advertisement __| Advertisement
| Security | Security Profile(s) Profile(s)
Profile(s) Profile(s)
— Map(s) — Map(s)

Service Management

INLT/N\I
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AltaiCare Hierarchy Overview (Cont.)

» Projectis the root of Site and Service Domain. Under a Project, there must be at least one Site and one Service Domain.

« Site is a basic unit of AP group for centralized management. All common wireless settings in one site such as SSID and security configuration can be applied to all APs
belonging to that site for simple operation and management.

+ Domain is a separate realm for service management which includes user management, captive portal and advertisement service management. You can have user

groups and accounts in there for user services such as RADIUS/Portal/MAC authentication, accounting and per user service policy confrol.

INLT/N\I
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Multiple Level Access Control

Manage project credit

Create/manage sites & service domains
Create admin/monitor accounts for sites &
service domains

_—,’ Note: Three level access controls:
_‘_
* Project Admin

>
Q
3
=

» Site Admin and Domain Admin

» Site Monitor and Domain Monitor

Site Admin Site Monitor Domain Admin Domain Monitor
* Manage the sites to be * Monitor site status and + Manage the service * Monitor user account
assigned, including site stafistics domains fo be assigned, profile, login history and
Register/deregister APs including session statistics
Create/edit/delete » Create/edit/delete user +  Monitor advertisement

WLAN & security profiles

24

groups and user
accounts
Create/edit/delete
portal configuration
Create/edit/delete
advertisement
configuration

view/click count
statistics

INLT/N\I
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AltaiCare Credit System and Policy

AltaiCare uses a credit system to determine how many and how long the APs can be managed with an AltaiCare account. The credit system deducts credits for the APs

being managed by AltaiCare, using the following consumption rates for different AP models:

A8n/A8n(ac) series: 25 credits per day per unit
A3Ei: 8 credits per day per unit
A3c/A3w/A2/A2e: 6 credits per day per unit
A2c/C2s: 2 credits per day per unit

C1n/Clan series: 1 credit per day per unit

_:0 Note: Once an AP is successfully connected to AltaiCare, the credit system will start counting and deducting credits for that AP on a daily basis (UTC time from 00:00 to
G 24:00). If an AP has been offline in AltaiCare for a full day (24 hours), the corresponding credits for that day will then NOT be deducted.

Example:
For an account with 100 credits left, the fime that the AP(s) can be managed by AltaiCare is as follows.

Scenario 1: 1 x A8Ein for 4 days

Scenario 2: 4 x A8Ein(ac) for 1 day

Scenario 3: 2 x A3Ei and 2 x C2s for 5 days (100/(2x8+2x2) = 5 days)

Scenario 4: 5 x A2c and 10 x C1n for 5 days (100/(5x2+10x1) = 5 days)

Scenario 5: 1 x A3Ei and 5 x A3c for 2 days (100/(1x8+5x6) = 2 days with 24 credits left).

In Scenario 5, the remaining 24 credits will not be processed for the 3@ day of operation due to insufficient credits. AltaiCare will accordingly cut off its service and AP WLAN
operation unfil further credit refill. To avert AltaiCare service suspension, we recommend you refill credits one month earlier before credit exhaustion. AltaiCare will also help
send email nofification and show alert messages on the GUI to remind project admin of credit refill, in one-month advance. For details about credit request and install, please
refer to here.

25 INLTAI
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Access to AltaiCare

3
:
o
<

Note: For the best compatibility, it is

_/ & AltaiCare Admin Console X \u
& c | & Secure \htlps:f,-’care.allaltechno\ogies.comﬂogin ‘i}| ] Sfrongly recommended the web
- browser “ e Google Chrome” be
0 Enter “care.altaitechnologies.com” in ueel (6 aasss Tie Al Cens Wkl
the address bar of the browser, and it
[—Jd  Note: HTTP and HTTPS are supported

<

will go to the WebUI
for access to AltaiCare platform

AltaiCare

ACCOUNT SIGN IN

SIGN IN Click BELELILN button

INLT/\I]
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AltaiCare Web Interface

27

Management Talbs

Current Directory

Function
Buttons

Search Engine

4 [altaitps] T 2

&b AltaiCare WIRELESS PROJECT
r : 1
=4 | @ Altai Office > Dashboard ‘ i l DEFAULT v Q
@ DASHBOARD . . .
Site [Altai Office] Dashboard
i NETWORK ACCESS POINT (1/0] TODAY TRAFFIC (Ul / TOTAL THROUGHPUT (UL / DL}
# SYSTEM 29% /-96 dBm 49 1.24 GB/2.72 GB 0.00 Mbps/0.00 Mbps
®= SITELST 0% /-103 dBm -47 0 MB/0O MB 0 Mbps/0 Mbps
i,
TRAFFIC @ Upload @ Download Map  Satelite
Traffic{ MB )/ 1 Minute Traffic ~  Last24 Hours ~ s Tﬂf%;gibémhalgw
100 B Greenls
B YuuZoo Corporation .- 'je!"‘ e
:{jﬁ( Promenade
& TREE
s HWE
£ ClubONE Harbour View 1 Podium
. | 7 WFT—3% HEE mRAE-ETE
&
\ - §
| %,
| ‘qun Chul‘ligs K. Kao 5
® 0 ‘ %, Pty 9
232ul 231ul 231ul 231l 231ul 231l Y, ey
12:03 12:58 13:53 14:48 15:43 16:36 ‘@;5(,- e Lakeside 1 Podium F
IS 4& o] HiERT & =
/\ Biotech Centre 2 Enterprise Place o +
o) RO SREE
fa)

— Navigation Pane

— Content Window

INLT/\I]
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Wireless Management Overview

@& DASHBOARD @
1 NETWORK
Access Point @~

Wireless LAN @~

Security [ &
Branch o
Map @-

Firmware Update @ = — = = = — —

#& SYSTEM
Firmware o-
Report o
Alert o

B SITELIST [ &

28

Wireless: Manage sites and AP related settings, i.e. WLAN/Security Profiles, efc.

Dashboard: Display a summary on wireless statistics about Site

Network > Access Point: Manage a pool of AP for Site/Branch setup

Network > Wireless LAN: Manage a pool of WLAN profiles which are provisioned to the registered APs in
Site/Branch for SSID broadcast and services

Network > Security: Manage a pool of security profiles which are applied to WLAN profiles for user
authentication services

Network > Branch: Manage a Branch list for AP subsets fo broadcast different sets of SSID for different services
within the Site

Network > Map: Maintain a list of site maps for topology management

Network > Firmware Update: Show AP firmware update status for the site

System > Firmware: Show a list of available firmware for update

System > Report: Manage report configuration and maintain a pool of generated reports about individual
APs and whole site

System > Alert: Keep various alerts associated with APs in Site for administrators’ operation

Site List: Show a list of different sites with site-related statistics summaries under the project; and

Let admin/monitor users switch among different sites for operation
INLT/N\I
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Service Management Overview

29

Service: Manage user groups and accounts for user authentication services and
policy control; and manage portal-related services, i.e. portal and advertisement
setup

@& DASHEOARD @ --—-—---—~-— Dashboard: Display a summary on user statistics and activities for the Service Domain

& USER v
UserGroup @ =——=——=—=-= User > User Group: Manage user groups with different service policies for creating user accounts
User Account @ = — == ===~ User > User Account: Manage user accounts under the Service Domain
Account Generation @— — = = = — User > Account Generation: Generate random-based prepaid user accounts in batch

== PORTAL o ----=-=-=-- Portal: Manage a pool of portal configuration profiles with using different templates and login methods

______ Advertisement: Manage a pool of advertisement profiles which are to be applied to different portals for user
ER ADVERTISEMENT @ advertisment services
& SYSTEM .
Alert Crooo oty System > Alert: Keep various alerts associated with Domain for administrators’ operation
= DOMAINLIST @ = — = = = = — — Domain List: Show a list of service domains with associated site information under the project; and

Let admin/monitor users switch among different service domains for operation

INLT/N\I
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Project Management Overview

____________ Project (For Project Admin ONLY): Manage admin/monitor accounts of the

.r associated Sites and Service Domains; and manage project credits
WIRELESS SERVICE PROJECT—‘

Dashboard: Display Project summary on the number of Sites, Service Domains and Admin Accounts created;
and manage project credits

@& DASHBOARD @~ ----—--—~-—

2 ADMIN ACCOUNT @—--——-—~— Admin Account: Manage admin/monitor accounts of the associated Sites and Service Domains

30 INLT/N\I

Super WiFi



31 INLT/AN\I
O Super WiFi



Configuration Procedures

@ . : ® , : , : ® , . :
Project Admin Project Admin / Domain Admin Project Admin / Site Admin
Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 Step 7 Step 8 Step 9

Portal | 6a: Custom ' )
S W » » — oo BB
#See Remark Ay
J— P%ér
Portal (User éb: User Portal
Defied” Iy » » » | B Ccics W »
emplate) C'Qeofe Croat 5a/5¢/5d: Portal Setup L y
— ew reate
— Service Create User Group iz e “7b: Create
WPA "» Create ||» Domain ||» Aclég[m?for ||» "» Account "_ séqurify ||» Create SSID "» AP
(RADIUS) New Site T fsrs]:;‘\%ce Pr?/f/lIPeAfor (WLAN) Registration
(7c: Create |
Sb/5c:
wac autn [y » » » I cocolc viac | 357 | »
Account | MAC Auth
7d: Cre.o’re
wearsk (Il I— I c ) »
WPA-PSK L y

#Remark: Step 5 can be skipped for the portal authentication using Guest Login, Sign Up and Social Account Login. AI I AI
32
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Step 1: Create New Site — Basic Setting

WIRELESS SERVICE PROJECT
= # Default Site > Site List SITE v | Q
@& DASHBOARD L ‘
Site List
i NETWORK ’ AP(ONLINE / OFFLINE) TOTAL TRAFFIC THROUGHPUT(2.4G /5G) STATION AVG SNR/IRSS| ALERT
#& SYSTEM > . ) 2.4G:0MB Total: 0 Mbps / 0 Mbps
Default Ste 0o 5G: 0 MB Avg: 0 Mbps / 0 Mbps ’ pdeE roeEm ?
E SITELIST
4 3
Showing 1-1 of 1 entries 10 ¥ < *
Procedures:
1. Click fo create a new site.
NAME: | Altai Office 2. Give a name for the site. In this example, we create a site called “Altai Office” for demo
purpose.
TIME ZONE:  UTC+08:00 v 3.  Specify the time zone in Coordinated Universal Time (UTC) for the site. All the site/AP-
related operations such as WLAN service scheduler, firmware update scheduler, and
DAYLIGHT SAVING: | 00:00 v
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alert /statistics report are all based on this clock setting. By default, it is set to UTC+08:00

4, If necessary, set the clock one hour (01:00) or half an hour (00:30) forward during the
summer fime. By default, it is set to 00:00

5. Click button and an enftry for the new site will be added to the Site List.
i—1

& Note: By default, a Default Site is automatically created for every project account. It is not allowed to remove that
;¢| site. However, Project Admin is free to create/delete his/her own additional sites for project needs. A L I A I

Super WiFi



Step 1: Create New Site - Default Radio Setting

A new site entry is created. To make changes on the site details, click button on the entry. You can modify default radio
settings in there.

Site List
NAME ~ AP(ONLINE / OFFLINE) TOTAL TRAFFIC THROUGHPUT(24G /5G) STATION AVG SNR/RSSI ALERT
. 2.4G: 0 MB Total: 0 Mbps / 0 Mbps -
Altai Office 0 [0/0] - Avg: 0 Mbpe /0 Mops 0 0dB / 0dBm 0 :
§ 2.4G: 0 MB Total: 0 Mbps / 0 Mbps
Default Site 0 [0/0] - Avg: 0 Mbps /0 Mbps 0 0dB / 0dBm 0 3 Switch

Showing 1-2 of 2 entries 10 ¥ < [
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Step 1: Create New Site — Default Radio Setting (Cont.)

Wireless Mode: Control what 802.11 standards and how wide of channel
bandwidth to be used for AP operation. Each combination of 802.11 standards

Couniry Code: Select the country where Site/AP is located. Configuring a and channel bandwidth will have different data throughput performance.

counfry code ensures that the radio regulatory domain such as ) ) . ) )
frequency bands, channels and transmit power levels are compliant with Different AP models can have different available Wireless Modes for selection. For
country-specific regulations. By default, it is set as Hong Kong. simplicity, there are two options available for every newly joining AP: 1) Auto; and

2) Use AP Setting. Once the AP is successfully registered and added to the site, you
can specify which Wireless Mode to be run through the AP entry detail setting. For
details, refer to Advanced Configuration - Individual AP Setting.

1
1
|
: + Auto: AltaiCare automatically selects the most generic wireless mode for AP
DEFAULT RADIO SETTING operation under different kinds of environment. By default, 802.11ng HT20 is
selected for 2.4G radio and 802.11ac HT20 / 802.11na HT20 for 5G radio.
SITE NAME: Altai Office
» Use AP Setting: AltaiCare will not alter the AP wireless mode setting and keep it
. as it is in AP WebUI for its first fime to associate to the AltaiCare system. To
change the Wireless Mode configuration, you have to go fo AP WebUI.

b == @ COUNTRY CODE: = HONG KONG

By default, it is set as Auto.

TXPOWER: | Max
Tx Power: Set the AP fransmission power on 2.4G/5G radios. Tx Power can be
. adjusted in the following different levels.

MAX: Maximum Tx power that AP supports
1/2: 1/20f maximum Tx power

1
1
1
1
1
1
1
WIRELESS MODE: | Auto é
[ J
1
1
1
1
1
1
1
L 1/4: 1/4 of maximum Tx power

1/8: 1/8 of maximum Tx power

1/16: 1/16 of maximum Tx power

1/32: 1/32 of maximum Tx power

\__L___ Tx Power / Auto Channel Selection + Use AP Seﬁing: A]Toi(;ore will not alter the Tx Power setting and keep it as it is in
Interval (Min): See next slide AP WebUI for its first time to associate to the AltaiCare system
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Step 1: Create New Site — Default Radio Setting (Cont.)

Channel: Set operating frequency channel for 2.4G and 5G radios.

Different AP models can have different radios/frequency bands supported. For
simplicity, there are two opftions available for every newly joining AP: 1) Auto; and
2) Use AP Setting. Once the AP is successfully registered and added to the site, you
can specify which channel to be run through the AP enfry detail sefting. For
details, refer to Advanced Configuration - Individual AP Setfing.

* Auto: AltaiCare automatically selects the best channel for the AP, based on
the following ACS (Auto Channel Selection) factors:

1 > Air busy%;

> Nowsioor o one AT eccupying ne chamnetend
> Noise floor

SITE NAME. | Aftai Office « Use AP Setting: AltaiCare will not alter the AP channel setting and keep it as it is

in AP WebUI for its first time to associate to the AltaiCare system. To change the
COUNTRY CODE:  HONG KONG v channel, you have fo go to AP WebUI.

WIRELESS MODE:  Auto By default, it is set as Auto.

Auto Channel Selection interval (Min): Set a schedule (in Minutes) to perform
channel scanning periodically for the best channel selection.

v This option is available only when the channel is selected as “Auto”. 0" means the
feature disabled.

TXPOWER: Max

@®--—-——-————===-=

CHANNEL:  Auto

1

I

1
AUTO CHANNEL SELECTION INTERVAL (Mins): | 60 )

—¢ Note: Remember fo cIick button at the page bottom to make all

-_b'- changes take effect.
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Step 2: Create New Service Domain - Basic Setup

Procedures:
1. Click to create a new service domain
=4 @A Default Service Domain > Domain List DOMAIN v | SEARCH Q
& DASHBOARD . .
Domain List
& USER > APPLICABLE SITES DESCRIPTION
== PORTAL Default Service Domain All Sites Default Service Domain

[a] ADVERTISEMENT

Showing 1-1 of 1 entries 10 ¥ < »

& SYSTEM >

B DOMAIN LIST \
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Step 2: Create New Service Domain - Basic Setup

Procedures:

2. Give a name for the domain. In this example, we create a site called “Altai WiFi Service" for
demo purpose.

3. Select and map the existing sites to the service domain for user authentication and service
control. The mapping allows and makes the ONLY connection between Site Wireless Security
and Service Domain. In other words, Site Admin is granted to add the relevant User Groups from
the Service Domain for the wireless security profile setting, i.e. portal, RADIUS and MAC
authentication. For details of security profile setting, refer to Step 7a/7b/7c.

You can either choose all or particular sites for the mapping.
All Sites: With this option selected, all sites will be made connection to the service
domain for wireless security profile setting.
Custom Mode: With this option selected, only a pool of selected sites will be made
connection to the service domain for wireless security profile setting.

4. Specify the time zone in Coordinated Universal Time (UTC) for the service domain. All the
service-related operations such as User Group/Account expiry confrol and user login/traffic
statistics report are all based on this clock setting. By default, it is set to UTC+08:00

5. Set the clock one hour (01:00) or half an hour (00:30) forward during the summer time. By
default, itis set to 00:00

6. Give a brief descripﬁon of what the service domainis for. It is an optional field.

7. Click button and an enftry for the new domain will be added to the Domain List.

40

NAME Altai WiFi Service

a APPLICAELE SITES: Custom Mode v

Altai Office
° TIME ZONE: | UTC+08:00 v
DAYLIGHT SAVING: | 00:00 v
DESCRIPTION: For Altai WiFi Service

7 Foo:

Note: Remember to click [E=) button at the page
- bottom to make all changes take effect.
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Step 3: Create Admin Account for Site/Service Domain

Procedures:

1. Click to create a new admin acount

= # Altai Network Project >  Admin Account List ADI COUNT v

L
m
T
ru
)
I

@& DASHBOARD

Admin Account List Show Filter

=£: ADMIN ACCOUNT

NAME USER ROLE LAST LOGIN TIME(UTC) LOGGED ON
Noon ailable in table
Showing 1-0 of O entries 10 ¥ < >

; ALTAI
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Step 3: Create Admin Account for Site/Service Domain (Cont.)

USERNAME:

ePASSWORD:

° CONFIRM PASSWORD:
e SITE ROLE:

e SITES:

B @DOMA\N ROLE:
aEMAIL ADDRESS:

tpsadmin

Site Admin
Altai Office
Derive From Site Role Setting

support@altaitechnologies.com

or- 0] G

43

@DOMAIN ROLE: | Domain Admin
GSER\)’ICES DOMAINS: Altai WiEi Service

Altai WiFi Service 2

1
1
1
1
1
]
1

0 O

\

This Service Domain
_ ismapped and

applied to the Site

“Altai Office™ ONLY

\__ Thisone is applied
to ALL sites

9.

10.

Procedures:

Input a username for the new account.
Input a string not less than 6 characters for the password.
Retype the password to confirmiit.

Define a site role for the account:
Site Admin: who has all access rights for the assigned sites (which is specified in item #6), i.e.

register/deregister APs, create/edit/delete WLAN and security profiles, etc.
Site Monitor: who can only monitor the site status and statistics. Any operations on site/wireless-

related configuration is forbidden.
Specify the site(s) fo be managed for the account.

Define a domainrole for the account:
Domain Admin: who has all access rights for the assigned service domains (which is specified in

item #8), i.e. create/edit/delete service-related settings such as user groups, user accounts,

portals and advertisement.
Domain Monitor: who can only monitor the domain status and stafistics. Any operations on

domain-related configuration is forbidden.
Derive From Site Role Setting: which will automatically assign domain admin/monitor role for site
admin/monitor respectively. The domains to be managed for this sefting are ONLY limited to

those which are applicable to the sites selected in item #6. In other words, with this setting, you
ly to ALL sites.

are NOT allowed to manage the service domains which a
Select the existing service domains to be managed for the account. The pool contains the service

domains which are applicable to the sites selected in item #6 and those which apply fo ALL sites.

Enter the user's email address of account registration. A TAI
( J L @

Click KEE5S button to open and confirm the account. <
Super WiFi
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Step 4: Create User Group

Procedures:
1. Click to create a new User Group
SERVICE
= @ Altai WiFi Service > User Group List SEARCH Q

@ DASHBOARD . 0
User Group List
& USER v NAME USER TYPE AUTHENTICATION METHOD GROUP EXPIRY
User Group o data available in table

User Account

Showing 1-0 of 0 entries 10 ¥ < 4
Account Generation

== PORTAL
@ ADVERTISEMENT
#& SYSTEM B

E DOMAIN LIST

. ALTAL
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Step 4: Create User Group (Cont.)

Procedures:

2.
3.

Give a name for the group.
Select one of the following User Type which is to define the user account nature for the
user group. Three user types available here:

(1) Prepaid: As the name suggests, “Prepaid” requires the users pay before the service. This
kind of service is always to be valid for a certain period. Once expired, it will stop the
service.

(2) Subscription: On the other hand, “Subscription” means post-paid service. This kind of
service is always long-term. Users have to foot the monthly bill to maintain the service.
Therefore, their data quota is reset in every month.

(3) Guest: Not like prepaid and subscription users, this kind of users do not need to possess
a valid account and can sfill enjoy the WiFi service. Common examples are portal guest
and sign up for public WiFi. In this case, AltaiCare will automatically generate accounts for
this kind of anonymous users for service and policy control.

Choose one of the following Authentication Method which is to define user account type
for different authentication purposes:

(1) WPA/Portal: Use “username/password” as user account for #*portal authentication or
WPA authentication (PEAP).

(2) MAC: Use device MAC address as username of user account for MAC authentication.

#NOTE: For portal guest/sign up/social account login users, they are automatically assigned
with “username/password” type of account by the system.

Click button to confirm the user group creation.

46

NEW USER GROUP

NAME | Guest Group

eUSER TYPE: | Guest v
°AUTHENTICATION METHCD WPA/Portal v

Oz =
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Step 4: Create User Group (Cont.)

Overall, we created the following 5 user groups for the demo:

(1) Guest Group - Used for portal guest login and sign up login via SSIDs: “Care_CT_Portal” and “Care_UDT_Portal”
(2) PP User Group — Used for portal username/password login via SSID: “Care_UDT_Portal”
(3) SC User Group — Used for WPA authentication via SSID: Care_WPA

(4) PP MAC Group - Used for MAC authentication via SSID: Care_MAC_Auth

(5) SC MAC Group — Used for MAC authentication via SSID: Care_MAC_Auth

User Group List

NAME ~ USER TYPE AUTHENTICATION METHOD GROUP EXPIRY
Guest Group Guest WPA/Portal No Limit
PP MAC Group Prepaid MAC Mo Limit
PP User Group Prepaid WPA/Portal Mo Limit
SC MAC Group Subscription MAC No Limit
SC User Group Subscription WPA/Portal No Limit

Next, click E4Z) on each of the newly created entries of user group for further configuration.

47
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Step 4: Create User Group - Group Setting

It can be either defined by "Custom Mode" with a specific date and time or set as

“No Limit".
PR Once the user group is expired by the specified time, all the user accounts
L7 belonging to that user group will be expired as well at the same time.
e
e
PAd The group can be re-activated by setting another time in “Custom Mode" or
e changing fo “No Limit”.
/| With this feature enabled, AltaiCare will automatically remove the expired users
s — T c q o
AUTHENTICATION METHOD:  WPA/Portal e N_.-T belonging to the user group from AltaiCare database in X days later.
' -
. -
GROUP EXPIRY: | No Limit o -

AUTO REMOVE EXPIRED USER: |+ [ e

AFTER(Day(s)): |1
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Step 4: Create User Group - User Account Default Setting (Guest/Prepaid Type)

—» Note: All guest, #sign-up and social login users are all Applicable fo prepaid type of user account ONLY. It defines the period of time the
r. 4 automatically assigned with individual accounts using account is valid for. It starts from the time when the users log in the system for the
their unique wireless MAC address. first time. If the account becomes expired before the current session timeout, the
. e . P ity user can still access the network until session timeout or idle timeout.
*Except those using the type of Email Sign-Up with _-
verification qode r.etum.. e user. OCCOUN will be s It can be either defined by “custom mode™ in unit of Minute(s), Hour(s) or Day(s) or
generated using their registered Email as login name. -7 set as “No Limit".
- Applicable to prepaid type of user account ONLY. It is to set the data quota (sum of
VALIDITY. | Custom Mode @~ v uplink and downlink traffic) for each user account of this User Group.
2 Houlgz - =7 - It can be either defined by “custom mode” in a range from 1 fo 100000MB or set as
=T “No Limit".
DATA QUOTA (MB): | Custom Mode @ ~ - v
500 Set upper limit to the UL and DL throughput for each user under the User Group. The
unit is in kbps. In other words, sefting of 10000 means 10Mbps of throughput limit for
BANDWIDTH UPLOAD LIMIT (Kbps): | Custom Mode @= = = = = = = = = — bt L ki t et
10000 - T It can be either defined by “custom mode” in a range from 1 to 1000000kbps or set
- as “No Limit".
BANDWIDTH DOWNLOAD LIMIT (Kbps): | Custom Mode @~ v
100 Define how long (in minute) one session will last for upon users' successful login.
—————————— r— Once the current session is expired, users have fo log in the system again for network
_ T access.
SESSION TIMEOUT (Minsy | 120 -~
Define how long (in minute) the session is idle for. When there is no wireless traffic
IDLE TIMEQUT (Mins): | 15 e e = running for a period defined here, the user will be kick out of the session. Users have
to log in the system again for network access.
MAX CONCURRENT USER NUMBER: | Custom Mode @= — _ _ v . . . . .
_________ Not applicable to portal guest, sign up and social login users. It is used for pre-
r | T T = - defined user account type and defines how many concurrent users using the same
account (username/password) fo log in the WiFi network.
& Note: The only difference between Guest and Prepaid types lies on the default account setting of Validity. By AI TA'
49 __;c default, guest type accounts are set to 2 hours of validity while prepaid type accounts are set to “No Limit". ® ®
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Step 4: Create User Group - User Account Default Setting (Subscription Type)

Applicable to subscription type of user account ONLY. It defines the period of time
to reset the data quota to the value as specified in the next item. It starts counting
from the time as specified when user account is created (refer to Step 5 Account

PRt Start Time Setting). If the data quota is used up before the current session timeout,
_-- the user can still access the network until session timeout or idle timeout.
o <o o Dol ey erenily otk
ACCOUNT DEFAULT
) = Applicable to subscription type of user account ONLY. It defines the data quota
RECURRENT DATA QUOTAPERIOD: | Monthly o ' (sum of uplink and downlink traffic) to be reset for each user account of this User
_______ __ Croup.
RECURRENT DATA QUOTA (MB): | Custom Mode @==———==———=""7"577°7

- It can be either defined by “custom mode” in a range from 1 to 144000MB or set as

I “No Limit".
BANDWIDTHUPLOAD LIMIT (Kops): - Custom Mode @~ _ - ' Set upper limit to the UL and DL throughput for each user under the User Group. The
10000 e~ unit is in kbps. In other words, setting of 10000 means 10Mbps of throughput limit for

T~ each user.

= ———— -

BANDWIDTH DOWNLOAD LIMIT (Kbps): | Customn Mode @~
It can be either defined by “custom mode” in a range from 1 to 1000000kbps or set

10000

as “No Limit".
S N J (Mins): 10 - o q q q - .
SESSION TIMEOUT (Mins): | 120 - Define how long (in minute) one session will last for upon users' successful login.
------- -- Once the current session is expired, users have to log in the system again for network
IDLE TIMEOUT (Mins): | 15 o-_ access.
MAX CONCURRENT USER NUMBER: | No Limit . T Define how long (in minute) the session is idle for. When there is no wireless traffic
’ ) N S~ = =—----|-- running for a period defined here, the user will be kick out of the session. Users have
< : )
S~o to log in the system again for network access.
<
~ ~
S~a Not applicable to portal guest, sign up and social login users. It is used for pre-
R defined user account type and defines how many concurrent users using the same

account (username/password) fo log in the WiFi network.
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Step 4: Create User Group - Account Registration Configuration

ACCOUNT REGISTRATION CONFIGURATION

UNIQUE ITEMS:

USER RENOVATE ENABLE:

RENOVATE PERIOD:

’
EMAIL 1 MOBILE
SOCIALACCOUNT

v [ 2

1

PHONE

Day(s)

51

For portal sign up users only. By defining unique items (Email/Mobile/Phone/Social
Account) here, it prevents users from submitting the same information over mulfiple
devices for portal sign up.

Assume “E-mail” as unique item. That means users cannot use the same E-mail to
sign up over two devices. To sign up 2 accounts, users have to use 2 different E-mail
addresses.

Applicable for auto-generated user accounts such as portal guest, sign up and
social login. When it is enabled, it will renew the account and reset the data quota
in an inferval defined here.

It is in unit of Minute(s), Hour(s) and Day(s). It starts counting from the time the
account is activated (at the moment the users log in the portal).

For example, set the guest user account (portal guest / sign up / social login) to be
valid for 2 hours. And then enable “User Renovate” feature and set “Renovate
Period” as 1 day.

That means the user can log in to get a session for 2 hours. To regain the session, the
user has to wait for next day and then log in the portal again.

Therefore, the portal guest / sign up / social login users can get 2 hour session every
day.
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Step 5: Create User Account

We provide the following three ways of user account generation.

Supported User Account Type

User Account Generation

WPA/Portal MAC Avuth Remark
Method [ CAu emarks
Prepaid Subscription Prepaid Subscription
(1) Single User Account y v P v For WPA/Portal user account setup procedures, go to Step 5a
Generation For MAC account setup procedures, go o Step Sb

(2) User Account Batch

s . v v v 4 For user account setup procedures, go to Step 5¢
Import (in .CSV file) PP gofo step oc
(3) Voucher-based User v N/A N/A N/A For user account setup procedures, go to Step 5d

Account Batch Generation
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Step 5a/5b: Create Single User Account

Procedures:

1. Click fo create a new user account. For WPA/Portal type of user account generation, go to Step 5a. For MAC Auth type of user account generation, go to Step Sb.

&b AltaiCare WIRELESS SERVICE
= A& Altai WiFi Service » User Account List USER ACCOUNT v | SEARCH Q
@& DASHBOARD . ) 0
User Account List  Show Filter
& USER " USERLOGINNAME  NAME  USER GROUP NAME REMAINING DATA QUOTA (MB) EMAIL PHONE / MOBILE EXPIRY TIME LAST LOGIN TIME
User Group No data available in table
User Account
i howing 1-0 of 0 entries 10 ¥ < »
Account Generation
== PORTAL

[a] ADVERTISEMENT
& SYSTEM 3

E DOMAIN LIST
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Step 5a: Create Single User Account (Prepaid)

Procedures:

2. Give a name for the account. This name is not used for login.

3. Choose Prepaid as User Type for the user account.

4, Check the box of Activation Status; otherwise, the account will become disabled.

5 Assign the user account to the User Group which have been created in Step 4. It should give you
a pool of prepaid type of user groups for selection, e.g. PP User Group and PP MAC Group.

6. Enter Username for user login.

Enter Password for user login.

8. If necessary, you can check the box of "Device MAC” which will bind the account to a particular
device by the MAC address specified here. In other words, the account cannot be shared with
other devices. The MAC can be in colon-separated or hyphen-separated format with either
uppercase or lowercase alphabets, e.g. XX:XX:XX:XX:XX: XX Or XX-XX-XX-XX-XX-XX

9. Set Validity of the user account. For the term definition, see Step 4: Create User Group — User
Account Default Setting. There are three opftions available: (1) Custom Mode; (2) No Limit; and
(3) Use Group Default Setting of the selected user group in item 5.

10.  Set Data Quota (MB) of the user account. For the term definition, see Step 4: Create User Group

— User Account Default Setting. There are three options available: (1) Custom Mode; (2) No Limit;

and (3) Use Group Default Setting of the selected user group in item 5.

Click button and a new user account entry will be created in the list. See the list here.

55

NEW USER ACCOUNT

2 NAME: | ppuserD1

e USERTYPE:  Prepaid

ACTIVATION STATUS: |«

e USER GROQUP: | PP User Group

USER LOGIN NAME: | ppuser01

USER PASSWORD: | sesesess

e DEVICE MAC:

a VALIDITY: | Use Group Default Setting

DATA QUOTA (MB): | Use Group Default Sefting M

Oc=
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Step 5a: Create Single User Account (Subscription)

Procedures:

2. Give a name for the account. This name is not used for login.

3. Choose Subscription as User Type for the user account.

4, Check the box of Activation Status; otherwise, the account will become disabled.

5 Assign the user account to the User Group which have been created in Step 4. It should give
you a pool of subscription type of user groups for selection, e.g. SC User Group and SC MAC
Group.

6. Select a date to control when the users can start using the account.

7. Enter Username for user login.

8. Enter Password for user login.

9. If necessary, you can check the box of “Device MAC" which will bind the account to a
particular device by the MAC address specified here. In other words, the account cannot be
shared with other devices. The MAC can be in colon-separated or hyphen-separated format
with either uppercase or lowercase alphabets, e.g. XX:XX:XX:XX:XX:XX or Xx-XX-XX-XX-XX-XX

10. Set Recurrent Data Quota (MB) of the user account. For the term definition, see Step 4: Create

User Group — User Account Default Setting. There are three opftions available: (1) Custom

Mode; (2) No Limit; and (3) Use Group Default Setting of the selected user group in item 5.

Click button and a new user account entry will be created in the list. See the list here.
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NEW USER ACCOUNT x

a NAME: | scuser0l
e USER TYPE: | Subscnption v
° ACTIVATION STATUS: |«

USER GROUP: | SC User Group v

e ACCOUNT START TIME: | 07/16/2017 m
a USER LOGIN NAME: scuser(l

USER PASSWORD: | sessases

a DEVICE MAC:

RECURRENT DATA QUOTA (MB): | Use Group Default Setting v

O

INLT/N\I

Super WiFi



Step 5b: Create Single MAC Account (Prepaid)

Procedures:

2. Give a name for the account.

3. Choose Prepaid as User Type for the user account.

4, Check the box of Activation Status; otherwise, the account will become disabled.

5 Assign the user account to the User Group which have been created in Step 4. It should give you
a pool of prepaid type of user groups for selection, e.g. PP User Group and PP MAC Group. In this
case, we select “PP MAC Group"” which should contain a number of MAC entries for MAC
authentication.

6. Enter the device MAC for user login. The MAC to be specified here can be in colon-separated or
hyphen-separated format with either uppercase or lowercase alphabets, e.g.
XXXXXXEXX XX XX OF XX=XX=XX=-XX=XX~XX

7. Set Validity of the user account. For the term definition, see Step 4: Create User Group — User
Account Default Setting. There are three options available: (1) Custom Mode; (2) No Limit; and
(3) Use Group Default Setting of the selected user group in item 5.

8. Set Data Quota (MB) of the user account. For the term definition, see Step 4: Create User Group
— User Account Default Setting. There are three options available: (1) Custom Mode; (2) No Limit;
and (3) Use Group Default Setting of the selected user group in item 5.

9. Click button and a new user account entry will be created in the list. See the list here.
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NEW USER ACCOUNT

NAME: | ppmac01

a USER TYPE: | Prepaid

° ACTIVATION STATUS: |«
a USER GROUP: | PP MAC Group v

USER LOGIN MAC: | 44:85:00:00:23:d4

a VALIDITY: | Use Group Default Setting v

DATA QUOTA (MB):  Use Group Default Setting

5 J coo
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Step 5b: Create Single MAC Account (Subscription)

Procedures:
NEW USER ACCOUNT
2. Give a name for the account.
3 Choose Subscription as User Type for the user account. NAME: | scmac01
4. Check the box of Activation Status; otherwise, the account will become disabled. a
. . X . USER TYPE Subscription v
5 Assign the user account to the User Group which have been created in Step 4. It should give you °
a pool of subscription type of user groups for selection, e.g. SC User Group and SC MAC Group. ACTIVATION STATUS. [«
In this case, we select “SC MAC Group” which should contain a number of MAC entries for MAC a USER GROUP: | SC MAC Group v
authentication. a
Select a date to control when the user can start using the account. ACCOUNT START TIME. | 0712212017 -
7. Enter the device MAC for user login. The MAC to be specified here can be in colon-separated or a USER LOGIN MAC: | 00-42:36-5c-c9-20
hyphen-separated format with either uppercase or lowercase alphabets, e.g. e
RECURRENT DATA QUOTA (MB): | Use Group Default Setting v

XX XXX XXX XXX OF XX-XX=XX-XX-XX-XX

8.  Set Recurrent Data Quota (MB) of the MAC account. For the term definition, see Step 4: Create
User Group — User Account Default Setting. There are three options available: (1) Custom Mode;

(2) No Limit; and (3) Use Group Default Setting of the selected user group initem 5.
9. Click button and a new user account entry will be created in the list. See the list here.

INLT/N\I
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Step 5a/5b: Create Single User Account / MAC Account

User Account List

Batch Actions:

44:85:00:99:23:d4

9c:4e:36:8c:c9:e0

ppuser0l

scuserQ1

Showing 1-4 of 4 entries 10 ¥

Overall, we created the following 4 user accounts for the demo:

(@ Dastivoard § [ Ecicl i Dolete
L@ Dastivoara § (' Ecic i Delete
(@ Dastivoard § [ Ecicl i Dolete
L@ Dastivoara § (' Ecic i Delete

<>

Account Name Username Password User Group Purpose
ppuser01 ppuserO] ppuser01 PP User Group Used for portal username/password login via SSID: “Care_UDT_Portal”
scuser01 scuser01 scuserO1 SC User Group Used for WPA authentication via SSID: “Care_WPA”"
ppmac01 44:85:00:99:23:d4 N/A PP MAC Group Used for MAC authentication via SSID: "Care_MAC_Auth”
scmacO01 9c:4e:36:8c:c?:e0 N/A SC MAC Group Used for MAC authentication via SSID: *Care_MAC_Auth”
59 INLTAI
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Step 5c: Batch import of user accounts

& AltaiCare SERVICE
=1 @ Altai WiFi Service >  User Account List SEARCH Q
@& DASHBOARD . a ——=
User Account LiSt  Show Filter AN
& UsER v Batch Actions: Y%
User Group USER LOGIN NAME ~  NAME  USER GROUP NAME REMAINING DATA QUOTA (VB) EMAIL PHONE/MOBILE EXPIRY TIME LAST LOGIN TIME

448500992304 | ppmacOl | PP MAC Group 500 - - No Limit -

User Account

Account Generation 36:8c:c0:e0 scmac(l SC MAC Group Mo Limit - -1 No Limit =
== PORTAL ppuser01 ppuser0l PP User Group 500 - — - No Limit -
= ADVERTISEMENT scuser01 scuserDl | SC User Group No Limit - -1 No Limit -
£ SYSTEM N ! >
B DOMAINLIST Showing 1-4 of 4 entries 10 ¥ < 5

IMPORT USERS x®

USER LIST FILE: No file chosen

Procedures: USERS SAMPLE‘.

1. Click to pop up a window for importing user list file.

@
|
2. Click "Users Sample” to download a user list template.
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Step 5c: Batch import of user accounts (Cont.)

€ savels [==5e]
QQ [1 « My Documents » AltaiCare b User Account List + [ 4 | [ Seorch tser Accaunt tist 2]
Organize *  New folder = @
I Favorites = Do;uments library e | Folds =
B Desktop User Account List
& Downloads — -
%1 Recent Places L
Ho iterns match your search
9 Libraries
= Documents
& Music I
&= Pictures
B videos
1 Computer
&L Local Disk (G s -
File name:  batch_user_sample.csv -
Save as type: | Microsoft Excel Comma Separated Values File -
Il—‘“ = |= °batch_user_samp|e.csv - Microsoft Excel o BB =
Home Insert Page Layout Formulas Crata Rewviewy e & o o e IR
Calibri AEER General v g=Inserts  E v
. - A 7w &
EERd U- A A $ - % = g% Delete ~ j' =
BE L Sort & Find &
- DA~ %8 &8 - | [EFormat~ | 27 Fitter~ Select
Clipboard  1u Font El Alignment El Mumber El Cells Editing
1l - Fe v
A B C e D o E F N
narne profile name login narne passwiord data guota(in mhb validity(in minutes)
2 |ppuser0? PP UserGroup  ppuserd2 ppusernz 3
2 ppuser02 PP UserGroup  ppuser0d3 ppuseria 1000 180
4 |scuser0?  SCUserGroup  scuser02 scusern2
5 scuser03  SCUser Group scuserda scuserid 5000
& ppmacd? PP MACGroup  C4-85-03-30-1E-47
7 scmacl? SCMAC Group  do3T7iléZoiaeiCl 512 1440 =
H 4 » M| batch_user_sample . #2 4] il | v ]
Ready | IEEERETEN S 0 o)
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3.

4
5.
6

Procedures:

Click “Save” button.

Open the file "batch_user_sample.csv”.

Give a name for the account. This name is not used for login.

Assign the user account to one of the User Groups which have been created in
Step 4, e.g. PP User Group and SC User Group for WPA/Portal Authentication;
and PP MAC Group and SC MAC Group for MAC Authentication in our example.
Enter Username for user login. For MAC Authentication, the username is the client
MAC address can be in colon-separated or hyphen-separated format with either
uppercase or lowercase alphabets,

e.g. XX:XX:XX: XX XX XX or XX=XX=XX=XX=XX~XX

Enter Password for user login. For MAC Authentication, this item is not applicable
and you can keep it blank.

Set Data Quota for Prepaid User Account (MB) / Recurrent Data Quota for

Subscription User Account (MB). For the ferm definition, see Step 4: Create User

Group — User Account Default Setting. You can specify a custom value for the

accounts or leave it blank to use User Group Default Setting of the selected user
group inifem 5.
Set Validity (Min) for the Prepaid User Account. For the term definition, see Step 4:

Create User Group — User Account Default Setting. You can specify a custom

value for the accounts or leave it blank to use User Group Default Setting of the

selected user group in item 5. This item is not applicable to Subscription User

INLT/N\I
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Step 5c: Batch import of user accounts (Cont.)

IMPORT USERS

USERS SAMPLE

O e

batch_use...mple.csv

Procedures:
11.  Go back to the “Import Users” window and click “Choose File" button to upload the user

batch file.
12. A window pops up. Select the modified batch_user_sample.csv file and click “Open” button

13.  Click fliizelz3y button.

& Open
mv| o« AltaiCare » User Account List - ‘ ‘,H Search User Account List P|
Organize » New folder =~ 0l @
~ i —¢ Note: You are allowed to import up to 5,000 user account entries for each time of batch
7 Favorites — Documents library A Folder ~ —&
B Desktop User Account List ) i Imporf
& Downloads Narme -

1=l Recent Places

4l Libraries
@ Docurnerts
‘Js husic
[ Pictures
E Wideos

1M Cornputer
£ Local Disk (C)

File name:

62

m

|@ batch_user_sample.csv

- 4 1

3

batch_user_sample.cav All Files vl
Open IV] [ Cancel ]
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Step 5c: Batch import of user accounts (Cont.)

User Account List

Batch Actions:

44:85:00:99:23:d4
9c:de:36:8c:c9el

cd

4.85:08:90:1e:47

(=]

dc:37:142cae-ch

(& Dastivoara L (' Eci L Dcictc
(88 Dastivoard L (# £k Detete)
(& Dastivoara L (' Eci L Dcictc
(88 Dastivoard L (# £k Detete)

ppuser0] (i

ppuser0? (o)

ppuser03 (i

scuser0l @

scuser03 @

Shawing 1-10 of 10 entries 10 7 < >

Overall, we created the following é user accounts via user batch import:
Account Name Username Password User Group Purpose
ppuser02 ppuser02 ppuser02 PP User Group Used for portal username/password login via SSID: “*Care_UDT_Portal”
ppuser03 ppuser03 ppuser03 PP User Group Used for portal username/password login via SSID: “*Care_UDT_Portal”
scuser02 scuser02 scuser02 SC User Group Used for WPA authentication via SSID: “Care_WPA"
scuser03 scuser03 scuser03 SC User Group Used for WPA authentication via SSID: “Care_WPA"
ppmac02 c4:85:08:90:1e:47 N/A PP MAC Group Used for MAC authentication via SSID: "Care_MAC_Auth”
scmac02 dc:37:14:2c.ae:C8 N/A SC MAC Group Used for MAC authentication via SSID: “Care_MAC_Auth”
INLTIANI

63

Super WiFi



Step 5c: Batch import of user accounts (Cont.)

=
Ed

Note: In case of error during user batch import, it will give you warning
» same account name or username of multiple entries; or
» Inputting a non-existing User Group name

For alarm details, go to the next slide.

User Account List  Show Filter

Batch Actions:

USER LOGIN NAME ~ NAME USER GROUP NAME REMAINING DATA QUOTA (MB) EMAIL PHONE/MOBILE EXPIRY TIME LAST LOGIN TIME

44:85:00:99:23:d4 ppmac0l PP MAC Group 500
9c:de:36:8c.cO el scmac(l SC MAC Group No Limit
ppuser0l ppuser0l PP User Group 500
scuser(l scuser0l SC User Group No Limit

Showing 1-4 of 4 entries 10 ¥

64

o . It might be caused by

- —/—- No Limit
= == No Limit
- —/—- No Limit
= == No Limit

¥

*

()
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Step 5c: Batch import of user accounts (Cont.)

&b AltaiCare SERVICE

%]
m
5]

@ @ Altai WiFi Service >  Alert List

@& DASHBOARD

Alert List
& USER ’ Lo (USRS Yl HISTORY ALERT LIST HISTORY ALERT ARCHIVE LIST  ALERT NOTIFICATION LIST
&= PORTAL Show Filter
@ ADVERTISEMENT Batch Actions:
& SYSTEM v
- 2017-07-25 12:17:38 User Acount Import Failure Major User Account  _ wee wm
Alert ’f
’I
E DOMAIN LIST Showing 1-1 of 1 entries 10 ¥ ’¢’ § g
Pt
' d
/’
Alert [353488] Detail Info & Pl n
GENERAL
RAISETIME :  2017-07-25 10:22:07
ALERT TYPE : User Acount Import Failure
_ Tells you how many accounts
ALERT SEVERITY - Major are successfully created and
ALERT CATEGORY . User Account __ -t~ 77~ how many are failed for the
- event of user account batch
ALERT DETAILS :  User account import success count: 4 @~ ~ import
User account import failure count: 2

, ALT/AI
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Step 5d: Voucher-based user account batch generation
(For WPA/Portal Prepaid Account ONLY)

f—1
__T'_’I Note: For demo purpose, we created a new WPA/Portal prepaid type of User Group called “PP Voucher User Group™ for user account batch generation in this Section

Procedures:
1. Click to pop up a window for prepaid user account batch generation.

& AltaiCare
= A Altai WiFi Service > Account Generation List SEARCH Q
@ DASHBOARD ) ) ; 0
Prepald Account Generation List

& USER ¥ NAME No.of ACCOUNT TO CREATE USER GROUP USER NAME PREFIX GENERATED TIME
User Group No data available in table
User Account
Showing 1-0 of 0 entries 10 ¥ < 4

Account Generation
= PORTAL
[=] ADVERTISEMENT
# SYSTEM »

E DOMAIN LIST
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Step 5d: Voucher-based user account batch generation (Cont.)

(For WPA/Portal Prepaid Account ONLY)

Procedures:

Enter the number of user accounts (max 5,000) for one batch generation.

Assign the whole batch of accounts to one of the prepaid User Groups that

have been created in Step 4. In this example, we assign all 10 accounts to “PP

Voucher User Group”.

Check the box of Activation Stafus; otherwise, the accounts will become

disabled.

Give a user name prefix of 1-8 characters long for the batch identification. The

account name which is in form of “<Prefix>_<Index starting from 1>" is not

used for user login. In this example, we give it as “Jul2017".

Select one of the following options for User Login Name Combination:

. Prefix & Index: With this opfion selected, user names will be in form of
"<Prefix which is defined in item #7><Index starting from 0>"

. Prefix & Random: With this option selected, user names will be in form of
"<Prefix which is defined in item #7><Random generated string of length
defined initem #8>"

. Random: With this opfion selected, user names will be in form of
"<Randomly generated sfring of length defined in item #8>"

Input a string of 1-64 characters long as User Login Name Prefix. It is not
applicable to the option “Random” of User Login Name combination.

Set the random string length to be (i) 6, or (i) 8, or {(iii) 10, or (iv) 12 characters
long. The string is a part of the User Login Name and not applicable to the

option "Prefix & Index” of User Login Name Combination.

67

PREPAID ACCOUNT GENERATION WIZARD

NUMBER OF ACCOUNT TO CREATE: | 100

e USER GROUP: | PP Voucher User Group

ACTIVATION STATUS: |«

USER NAME PREFIX: | Jul2017

° USER LOGIN NAME COMBINATION: | Prefix & Random
a USER LOGIN NAME PREFIX: | h

USER LOGIN NAME LENGTH: | 6

USER LOGIN PASSWORD | Random
COMBINATION:

@ USER LOGIN PASSWORD LENGTH: | 6

Select one of the following options for User Login Password Combination:

CANCEL

. Same As Login Name: With this option selected, the password will be set
identical to the User Login Name
. Random: With this option selected, the password will be in form of
"<Randomly generated string of length defined in item #10>"
Set the random string length to be (i) 6, or (ii) 8, or (iii) 10, or (iv) 12 characters

long. It is not applicable to the option “Same As Login Name" of User Login

INLT/N\I
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Step 5d: Voucher-based user account batch generation (Cont.)
(For WPA/Portal Prepaid Account ONLY)

Prepaid Account Generation List

No.of ACCOUNT TO CREATE USER GROUP USER NAME PREFIX GENERATED TIME

Jul2017 2017-07-27 09-18-48 & Download

users_1501118328056._csv 100 PP Voucher User Grou. ..

()

Showing 1-1of L entries 10 ¥

@'“ﬁ T T < Té2 |[ Search tser Account Lt 2| — Nofte: It will take a moment for user account importing and generation. The length
) — - | of duration depends on the amount of user accounts.
Organize * Mew folder f== - (7]
5t Favarites Documen_ts library Arange by: Folder v
B Cesktop User Account List Procedures:
'-i Bowaloads Mame . . . . . .
5] Recent Places 12. A new entry with a user account list (.CSV file) is created. Click & Download
@ batch_user_sarnple.csy . . . . .
= 13. A window pops up. Select the destination path for file download and then click
Libraries
Docurnents “Save” button.
J usic
[ Pictures
I Wideos
1M Carnputer
& ocalDis (€3 NI F—— ’

File name:  users_1501118328056.csv

Save as type: | Microsoft Excel Comma Separated Values File - ]

(< Hide Folders @ swe | [ Caneel ] _
68 INLT/N\I]
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Step 5d: Voucher-based user account batch generation (Cont.)
(For WPA/Portal Prepaid Account ONLY)

@ users_1501118328056 csv - Microsoft Excel

& -~ - @3 o=
Home Insert Page Layout Formulas Data Review: ie o @ =& =
o & Calibri -1 § General - fﬁ(nnditimna\ Formatting = "= Insert = - W ﬁ
‘j ar B I U~ A =54 $ v % v BErormatasTaple - e Delete - [glm *
g &-A- R (55 cell styies - Efomst= | 2+ Hiters senct
Clipboard & Font Alighment ] Mumber ] Styles Cells Editing
130 - fr| v
A B C D E F G H J kK [T
1 loginname password
2 hiS185GC HBhdiG2 E
3 his0t0=Z7 3TBfT
4 hiOeR3MY 1j5101
5 hiF43g3z n25dfl
& hiz0enol n36LUG
7 higlewict WEj T
8 hib7852g 153HO07
9 hi77211i WaoGp72
10 hivTAjvd k485HmM
11 hiFO2k4r Okvozd
12 hilsT21m hDoZ3FC
13 hi08g3es A aldl
14 hioG216C BREXEX
15 hiHvgezf 800744
16 iAol 1167 hul
M 4 » M| users_1501118328056 . ¥J [T4] il | v ]
Ready | |[EEmEm w0 =) ] ()

69

Procedures:
14.

Open the .CSV file and you will have a list of prepaid user accounts
that are just created by the system. You can make use of the list to
prepare your own vouchers.

In our example, we have 100 pairs of different username/password

combination for demo purpose.

_ Username Prefix: hi

™77 Username: <Prefix><é6-character random string>

1

1

1

1 &

| r Password: <é-character random string>
1 1

1 1

1 T

1

login name! [password !
hi5185GC @|X8hdG2 @
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Step 5d: Voucher-based user account batch generation (Cont.)
(For WPA/Portal Prepaid Account ONLY)

& AltaiCare SERVICE
=4 # Altai WiFi Service >  User Account List Q
s ‘
@ DASHBOARD ) /
User Account List Show Filter@
USER .
: Batch Actions: Procedures:
User Group Q 1. Click “Show Filter".
U o USER GROUP NAME: PP Voucher User Group 2. Select the target User Group for account filtering, e.g. PP Voucher User Group.
et Coneraton User Account List  Hide Fiter 3. The list will then filter and show the accounts of the target User Group.
= PORTAL Batch Actions:
USER LOGIN NAME NAME ~ REMAINING DATA QUOTA (MB) EMAIL  PHONE/MOBILE EXPIRY TIME LAST LOGIN TIME
I ADVERTISEMENT
[ hi5185GC Jul2017_1 | PP Voucher User Grou__ No Limit - - No Limit -
# SYSTEM >
hiFO2k4R Jul2017_10 | PP Voucher User Grou... No Limit = == No Limit - i Delets
= DOMAIN LIST
hilM25r30 Jul2017_100 | PP Voucher User Grou... No Limit - - No Limit ~ il Delete
All User accounts created hil5T21M Jul2017_11 | PP Voucher User Grou... No Limit - - No Limit ~
by batch generation use hi08q366 Jui2017_12 | PP Voucher User Grou_. No Limit ~ —f- No Limit ~
the  User Group  default hiOG216C Jul2017_13 | PP Voucher User Grou... No Limit - /- No Limit -
account  settings, e.g.
= = hiHveeZf Jui2017_14 | PP Voucher User Grou... No Limit - - No Limit ~ il Delete
Validity and Data Quota
higrdpuk Jul2017_15 = PP Voucher User Grou... No Limit = == No Limit - i Delets
hib8x7C4 Jui2017_16 | PP Voucher User Grou... No Limit - - No Limit ~ il Delete
hiwHnOR3 Jul2017_17 | PP Voucher User Grou... No Limit - /- No Limit -

. ALT/AI
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Step 6a: Custom Template Portal Setup - Create Portal

= A Altai WiFi Service > Portal List SEARCH Q
& DASHBOARD ) ‘
Portal List
& USER s NAME TEMPLATE TYPE LAST UPDATE TIME
== PORTAL MNo data available in table
[=] ADVERTISEMENT
Showing 1-0 of 0 entries 10 ¥ ¢ ’
& SYSTEM >

E DOMAIN LIST

NEW PORTAL CONFIG

Procedures:
NAME: | Custom Template Portal 1. Click to create and enable new portal service.
2. Give a name for the new portal.
TEMPLATE TYPE: | Custom Template v
3. Select "Custom Template” for template type.
° CUSTOM TEMPLATE STYLE: | Simple v 4, Pick one of the Custom Template Styles. You can change

it later.

7 INLT/\I]
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Step 6a: Custom Template Portal Setup — General & Login/Sign-Up Methods

GENERAL

PORTAL NAME:

Custom Template Portal

TEMPLATE TYPE: | Simple Template [ 2
SUPPORTED LANGUAGES: English . -
LANDING URL: | https:/ivww.altaitechnologies.com o

————-r -

Select your desired login methods for your
portal. There are four login types you can
choose from Custom Template Portal Mode:

- Guest Login (Single button login without
providing personal information)

- Email Sign Up with verification code return
for login

- Social Account Login with Facebook and
Google+ accounts support

Assign User Groups for those auto-generated
accounts for different login methods

73

LOGIN / SIGN-UP METHODS
LOGIN/SIGN-UP METHODS: | e el
° [ Guest | Email |

Provide 6 different options of layout for the portal page background and body

- Simple
- Clear
- Blur

- Grid

- Curvy
- Stylish

Provide 3 options of portal page language

- English
- Simplified Chinese
- Both of them

~----- Specify the URL to which the users will be redirected upon successful authentication

» GUEST LOGIN:
Py EMAIL SIGN-UP:
2 FACEBOOK LOGIN:
A ) GOOGLE LOGIN:

Guest Group
Guest Group

Guest Group

Guest Group

INLT/N\I
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Step 6a: Custom Template Portal Setup — General & Login/Sign-Up Methods (Cont.)

ALTAI Guest WiFi Login ALTAI Guest WiFi Login

Whether you're traveling or just trying to get
out of the house a bit more, there's one
thing that plagues us everywhere we go.
ViF1. We may not have that cloud of Wi.Fi
covering ihe pianet yet

Whether you're traveling o just trying to get out of the
house a bit more, there’s one thing that plagues us

everywhere we go. Wi-Fi. We may not have that cioud
of WiFi covering the planet yet

m——
-

I3 Looin wih Facebook
G Lognwin Google

G Log

tagree 10the.
1 agree tothe. | tagre

‘Not @ member yet?:.1 o 1

Not @ membesye?:1

© 2017 Al Technologies Lio. Al rons reserved.
182017 A Technoogies Lia. Al ignis ressnvec.

Simple Type Template

ALTAI Guest WiFi Login

‘Whether youte traveling o just rying
‘the house a bit more,
piagues us
ere we go WLF We may not
have that cloud of W-Fi covering fhe
planet yet

» -
P
y G Logn with Google

G Lognw

Blur Type Template Grid Type Template A I TA l
74 - 4
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Step 6a: Custom Template Portal Setup — General & Login/Sign-Up Methods (Cont.)

ALTAI Guest WiFi Login

‘Whetner you'e traveling or just
g 10 0 ot 1 e Howse 30

] 1agme tothe Tas of secoce
‘Nota member yet? 1 12

Stylish Type Template
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Step 6a: Custom Template Portal Setup — General & Login/Sign-Up Methods (Cont.)

& login.altaitechnologies.com
Care_CT_Portal

& login.altaitechnologies.com
Care_CT_Portal

Login Cancel Login
AltaiCare
AltaiCare
ALTAI Guest WiFi
ALTAI Guest WiFi Login
Login
Whether you're traveling or just
trying to get out of the house a
Whether you're traveling or bit more, there's one thing that
Jjust trylng to get out of the plagues us everywhere we go:
house a bit more, there's Wi-Fi. We may not have that
one thing that plagues us cloud of Wi-Fi covering the
re we go: Wi-Fi. planet yet.
We may not have that
cloud of Wi-Fi covering the
planet yet.
G Login with Google [ ] 1agree to the Terms of service
Not a member yet?sicn 1o Her
[ ragree to the Tarms
srvice © 2017 Altai Technologies Ltd. Al rights.
reserved.
Not a member yet?5ig
© 2017 Atai Technologies Ltd. All
e Clear Type Template

Simple Type Template

_—¢| Note: Screenshots from iOS
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Cancel

& login.altaitechnologies.com
Care_CT_Portal

& login.altaitechnologies.com
Care_CT_Portal

Cancel

Login Cancel Login

AltaiCare

ALTAI Guest WiFi
Login

Login AltaiCare

Guest Log In

ALTAI Guest WiFi Login

3 Login with Facebook

G Login with Google

Whether you're traveling or just
trying to get out of the house a bit
more, there's one thing that
plagues us everywhere we go: Wi

Fi. We may not have that cloud o f
Wi-Fi covering the planet yet.

Blur Type Template

Guest Log In

Logi

G Login with Google

| lagreetothe

Not a member yet?:

Grid Type Template

& login.altaitechnologies.com
Care_CT_Portal

& login altaitechnologies.com
Care_CT_Portal

Cancel

LogIn Cancel Login

AltaiCare

e ALTAI Guest WiFi Login

ALTAI Guest WiFi Login Whether you're traveling or just

trying to get out of the house a bit
more, there's one thing that plagues
us everywhere we go: Wi-Fi. We may
not have that cloud of Wi-Fi covering
the planet yet.

User Name

Whether you're traveling or just trying to get
out of the house a bit more, there's one thing
that plagues us everywhere we go: Wi-Fi. We
may not have that cloud of Wi-Fi covering the
planet yet.

Password

T
Guest Log In

Guest Log In

3 Login with Facebook )
Loqm with Facebook
K G Login with Google

| lagree tothe T

G Login with Google

Not a member yet?: . i e
[7] tagreeto the T:

Not a member yet?Sic

©2017 Atai Technologies Ltd. Al rights reserved.

Stylish Type Template
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Step 6a: Custom Template Portal Setup

— Email Configuration (For Email Sign-Up Only)

—J

the verification code to end users for their login.

—— Note: This part of configuration is for Email sign up only. AltaiCare
_—,l System will masquerade as the sender name and Email to send

wecco Mobile T 12:35 7w 7INE

] = 0550 Mobile T 12:35 O 73% W

S @ Altai WiFi

Welcome to use Altai Guest WiFi Service

From: Altai WiFi
To: Support Altai
Thursday, 29 June, 12:33

View Less

————————————————————————————— @  altaiifihotspot@attaitechnologies.com
You can verify your account with the following code:
6z6cha Conversations
Altai WiFi

.o Mabile & 12:38 O 73RN
Inbox I A
Al Accaunts
Focused  Other 4 Filter
—————— @~Aitai wiFi
1 —_———— -.We\wme to use Altai Guest WiFi Service
1 | ty your {with the foll
Lo . S
b
b
o
[
1 I 1
I 1
T
[
] |
EMAIL CONFIGURATION
1 I 1 |
% [
SENDER EMAIL: | altai wifihotspoti@altaitechnologies.com Loy-d '
1
Lo
= 1
SENDER NAME: | AltiWiFi ------—--——-—————————-——— J '
1
I |
* ! 1
EMAIL HEADER: | Welcome to use Altai Guest WiFi Service == == == = = = J 1
1
A==
* | = 5 =
SIGNATURE: | Altai WiFi Provider —— = — = - - - de oo J emai

77

You can also visit here to verify your account. Welcome o use Altal Guest WiFi Service

'. Altai WiFi Provider

Add Contact

=53

in

Note: Screenshots from outlook app (iOS version)
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Step éa: Custom Template Portal Setup - Captive Network Assistant

most of IOS and Android devices. The purpose of it is to assist users to go through

CNA DETECTION ENABLED: [¢ portal authentication process without user infervention of opening web browser
when accessing open network with the requirement of captive portal
CHNA INSTRUCTION ANDROID: Welcome to our Wi-Fi network. Please open authentication.
your web browser to complete the login Q
procedure. \ 4 It automatically pops up a window for user login when the mobile devices detect
A the network with the presence of captive portal enabled. From user perspectives, it

CNAINSTRUCTION [OS: ) W 00 worke Please greatly improves user experience and get rid of the awkwardness when people are

not aware of the requirement of opening web browser to log in the open WiFi

top right c network.
Without Interne
connection to our W p However, the app is not like other web browsers such as Safari, Chrome, ... It
‘\ \ supports very limited functions and may even not be desirable when it comes to
v o — 1 \\ particular login methods. For this case, we may need a way to guide the users how
& ogintatchnologs com \\ \\ to bypass the CNA and use the standard web browsers to proceed the web portal
> Logln Dot Vo authentication.
— - \ \
\\ ‘\ Here, we will make use of the CNA feature but not to provide an interface for user
\\ \ login. Instead, we give instructions on the pop up window to guide the users through
\ “ the process to bypass CNA appropriately and log in the portal with standard web
Vo browsers.
A
Vo
\\ \ Input instructions here for Android devices. This instruction page will be popped up
AltaiCare v “--- without showing up login page once the users click on the open network SSID with
\ captive portal detected.
ALTAI Guest WiFi Login ‘\
Weicome to ur Wi-i ntwork. Please follow \ Input instructions here for iOS devices. And this pop up instruction is supported for
R o \--- Google social account login ONLY. For the rest of login methods, it will pop up portal
oomer: login page.

* Choose "Use Without Internet” option to
maintain the connection to our WiFi
network.

« Open your device web browser on an
non-HTTPS to complete the login
procedure.

©2017 At Technologies Lid. Al rights reserved A I TA l

78 CNA pop-up instruction for iOS N2
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Step éa: Custom Template Portal Setup - Configuration Sketch Map

CONFIGURATION SKETCH MAP -

BACKGROUND -~ __---- -
BODY ‘ H .____.__—
AltaiCare - ---------------—- -
Title ®-—-____
Description .\ =~
~ ~
~
~
~
= ~
.\ h = ~
Login N S N
AN e
— N ~
Guest Login Button Q\ \\ S ol
Facebook Login Button | @ \\ N N
SN \\
Google Login Button [ ] \\ \\ \\
\ N
I. | agree to the Terms of Service \\ \\ \
. ATERENERN AN
@ Not a member yet? Sign up here \ \ \ N
N \ \ \ AN
] Copyright information \\ \ S N
1 NERNERN N
i \ \\ < N
ir— AN S < ~— - -
(] \ N N
] \ N AN
Refer to the next few , NN N
slides J R
1 \ N
. . ! N oo
Copyright Information: AN R
Edit the text and color " \ .
for the copyright notice AN N
which is to be put at A
the bottom of the AR
portal page. \
oo
79

Background: Either pick colorin RGBA from palette or choose a desired image for the
portal page background.

Body: Pick colorin RGBA from palette for the portal page body.

Logo (Optional): Upload an image of company logo and put it at the top of the
body.

Title: Add fitle for the portal page. You can align the text position, change the fext
color and font size

Description Content: Add text for the page content. You can have the following

operations on the text:

- Font Size

- Font Color

- Bold

- Align Text Left, Center, Right

- Insert/Remove Hyperlink; which is usually used with ACL (Access Control List) to
let Portal users click on the hyperlink in the login page and they will then be
redirected to the desired URL which is specified in this item without going through
the portal authentication.

Username/Password Login Box (for Email Sign Up ONLY): It is used by exiting users who
already got an account through their first fime sign up login for the network access.
Here, Username refers to the user’'s email address that is used for sign up and
Password refers to the user-defined code during sign up process.

You can modify the fext of the Username and Password placeholders and the text
and color of the Submit Button.

Guest Login Button (for Single Button Login ONLY): You can modify the text and color
of the button.

_ Facebook Login Button (for Facebook Social Account Login ONLY): You can modify

the text of the button.

Google Login Button (for Google Social Account
Login ONLY): You can modify the text of the

button.

INLT/N\I
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Step 6a: Custom Template Portal Setup - Setting & Operation of Terms of Service

TERMS OF SERVICE(TOS) SETTING

MAIN PAGE
TOS LABEL

TOS REMINDER TEXT:

POP UP PAGE
TOS DETAIL

TOS DETAIL COLOR

Terms of Service ,
1

1 -
You have to agref the terms of service in order to - -
~

1
large Ivi B E E = =
I
€2 I
)
Terms of ;Service (""this TOS")
1. Access Ii'n this Service .‘ -

! \

T

rgba(0,0,0,1)
1

Service

Click TOS Label

Frery

Cancel

1
T
1
1 R P
I
1 A W
I \
I

1. Acvess 1o s Servee:

online through tis Senve

A TOS page pops up

Tarms of Sarvice [*this TOS")

2. Acoaptable Une of this Sevvice

our s ot v S and ay RS

This Ssrvice s 3 s et access sanvica provssd .
s bioctael

s b g 0ty s cornactng o sn Unsccurse
retnrk.

P na o s

A TOS reminder window pops
up immediately to remind the
users to check the box to
agree the TOS first before
getting WiFi service.

Then click “Close” button and
return to portal main page

~
S~o You have to agree the terms of service in order to
proceed.

Attempt to sign in without Clo

checking the box of the
“Terms of Service”

Check the TOS box and sign in
again. The system will then
further proceed the sign up
process.

& lon sesitechnokcies om
Gare.cT Py
Login Cancel
engresad o ke, Pchudieg bt ot e 10y
mpled waranes of merchartatilly. Nines or

compata c s cr Girwiss ol your comectin.

At dous o acowpt bty e, whete for

vour e of s Senvce

Scroll down the page to
the bottom, and click
“Close” button to return

-

This TOS i gosseme by tha L o Hang Hang SAR

to portal main page

INLT/N\I
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Step 6a: Custom Template Portal Setup - Sign-Up Setting (For Email Sign Up Only)

SIGNUP SETTING
MAIN PAGE
SIGN UP LINK PREFIX: | Not a member yet? I.
SIGN UP LINK: | Sign up here
POP UP PAGE

SIGN UP EMAIL PLACEHOLDER:

SIGN UP PASSWORD PLACEHOLDER:

SUBMIT BUTTON TEXT:

Click the Sign Up link
for Email sign up

81

— ¥
_—f Note: This setting is for Email sign up ONLY

x Window pops up for users
to sign up with Email and
user-defined password
which are to be used for
login in the future

Sign up with email

B Sign up Submit

|_| | agree to the Terms of Service
If you have verification code, clicki e

Close

INLT/N\I
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Step 6a: Custom Template Portal Setup - Template Preview (Deskiop)

82

Template Preview

PESLGWE Mobile

AltaiCare

ALTAI Guest WiFi Login®~ =~

-

Whether you're traveling or just trying to get
out of the house a bit more, there's one
thing that plagues us everywhere we go:
Wi-Fi. We may not have that cloud of Wi-Fi
covering the planet yet.

ser Name

Login

-1
Guest Log In L4
3 Login with Facebook O

G Login with Google @\

. -
'

[] 1agree to the Temms of Service @
Not a member yet?Sian up here@ — — = = — = =

® 2017 Altal Technologies Ltd. All rights reserved. .- ——

Description Content

Username/Password Login Box
(for Email Sign Up ONLY)

Guest Login Button
(for Single Button Login ONLY)

Facebook Login Button
(for Facebook Account Login ONLY):

Google Login Button
(for Google Account Login ONLY):

Term of Service Statement and Link
with Checkbox

Email Sign Up (For first time login)

Copyright Information

INLT/N\I
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Step 6a: Custom Template Portal Setup - Template Preview (Mobile)

Template Preview x

Desktop m
L Logo (Optional)
AltaiCare Title

ALTAI Guest WiFi @l __-----"""
Login

Whether you're traveling or
Just trying to get out of the
house a bit more, there's o
one thing that plagues us
everywhere we go: Wi-Fi

We may not have that cloud

of Wi-Fi covering the planet
yet

_ Username/Password Login Box
(for Email Sign Up ONLY)

_ Guest Login Button
(for Single Button Login ONLY)

_ Facebook Login Button
(for Facebook Account Login ONLY):

Google Login Button
(for Google Account Login ONLY):

G Login with Google .

Term of Service Statement and Link
with Checkbox

[ 1agreetothe Terms of @ ————— e e e =
Service

Not a member yet?5ian r. A
o017 ATechnologies Ll Al @ . _ 0 T T T e ————-
nights reserved.

_— Email Sign Up (For first time login)

Copyright Information

83 INLT/N\I
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Step 6b: User Defined Template Portal Setup - Create Portal

o
-

@& DASHBOARD

& USER

=2 PORTAL

[ ADVERTISEMENT
& SYSTEM

E DOMAIN LIST

85

A Altai WiFi Service » Portal List

Portal List
NAME TEMPLATE TYPE LAST UPDATE TIME
Custom Template Portal Simple Template 2017-07-07 13:28:02

Showing 1-1of Lentries 10 7

NEW PORTAL CONFIG

‘
NAME: | User Defined Template Portal

TEMPLATE TYPE: | User Defined Template

DOMAIN ~ | SEARCH

<>

Procedures:

1. Click to create and enable new portal service.
2. Give a name for the new portal.

3. Select “User Defined Template” for template type.

4, Click fo confirm the portal setup.

INLT/\I]
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Step 6b: User Defined Template Portal Setup

General

For User
Defined T
color

PORTAL NAME

TEMPLATE TYPE

LANDING URL

THEME COLOR

BACKGROUND COLOR:

BUTTON COLOR:

BUTTON FONT COLOR:”

INPUT FONT COLOR:

INPUT PLACEHOLDER FONT COLOR:

¥ /
User Defined Template Portal ,’ //
7
T
User Defined Template / /’ v
ry
17
http://www.altaitechnologies.com e
7
User defined ¢ v
|mmmmmmmmmmmmmmmm -
L
. _ I
rgba(110,150,205,05) @ .
1
I
rgha(0,100,255,1) | : o---B---- - - -—-——-
™
™
rgba(255,255,255,1) [ & ----g---——==--
b
b
rgba(0,0,0,1) o, [ |
I
1
rgba(171,171,171,1) [ J

86

Specify the URL to which the users will
authentication

Provide 6 different options of theme
color for the portal page background:

- Deep Blue

- GCreen

- Red

- Orange

- No Color

- User Defined

be redirected upon successful
sss00 Mobile 4G 19:50 @ 70% .
& login.altaitechnologies.com
Care_UDT_Portal
LogIn Cancel
AltaiCare

Altai WiFi Login Page

[You are about to use the wireless Internet access service (“this|
Service”) operated by Altai Technologies Limited (“Altai”). The]
purpose of this Service is to provide free wireless Internet access to)
visitors of Altai. You may use this Service only if you agree to the
following terms of service each time you access this service.

[For prepaid or subseription users, input your credentials and click "LOG
IN" button for Internet access.

For free WiFi access, click "GUEST" button and you will be granted for
30 minute Internet access.

[To enjoy more, elick "SIGN UP" button and submit personal information
for 120 minute Internet access.

r — — —altaitps

Login

Guest

Sign-up

Powered by Altai Technologies
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Step 6b: User Defined Template Portal Setup - Login Methods

q q LOGIN / SIGN-UP METHODS
L - e ]

portal. There are three login types you can . _
choose from User Defined Template Portal _ - @ LOGINSIGN-UP METHODS: | iR

)
Mode:

- User/Password Login

- Guest Login (Single button login without /,0 GUESTLOGIN: | Guest Group v x
providing personal information) PR
- Simple Sign Up (without verification code ,,’
return for login) e _ ~® SIMPLE SIGN-UP: | Guest Group v x
P -
e =i

Assign User Groups for those auto-generated
accounts for Guest Login and Simple Sign Up ------ -
methods

_:" Note: For those users using Username/Password type of login, their accounts are all pre-registered and

assigned to prepaid or subscription model in the system (Step 5). As to which user groups to be allowed for

authentication via the portal, we will define it in RADIUS setting of security profile later (Step 7 item 10).

87 INLT/N\I
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Step éb: User Defined Template Portal Setup - Portal Layout (Sign In/Login Page)

PORTAL SIGN IN/GUEST IN TEMPLATE

customzarion HopE: [+ inage || +10e RO
~
-

Image
Element —
for Logo

Text
Element —
for Title

You can drag and drop
the elements freely for
your desired top-down
order to be shown on the
portal page

88

IMAGE FILE."

IMAGE SIZE:

IMAGE EXTERNAL LINK:

TEXT:

Choose File |No file chosen
(Maximum size: 500 KB)

AltaiCare

Original image size

htip:/Aanw.altaitechnologies.com

li=
=
I
(1]

x-large v

= & e

Altai WiFi Login Page

Customization Mode: Three types of customization elements can be added to the
login page:

« Text

+ Image

* Ads (which will be discussed in Advanced Setting later)

You can click "+ Add” button to add multiple text elements and image elements to
the login page if needed.

Image Element:

* Image File: Click “Choose File" button to upload an image from the local
computer to AltaiCare. Maximum size of the image should not exceed 500KB

+ Image Size: Two options available:

(1) Adaptive Size; which sefs the image size adaptive to the login window
(2) Criginal Image Size

+ Image External Link: It's for embedding hyperlink in the image. Upon a click on the
image on the login page, users will then be redirected to the desired URL which is
specified in this item without going through the portal authentication.

Text Element: You can have the following operations on the text:

» Font Size
* Font Color
* Bold

* Align Text Left, Center, Right
* Insert/Remove Hyperlink; which is usually used with ACL (Access Control List) to let users click on the

hyperlink on the login page and they will then be redirected to the desired URL which is specified in this
item without going through the portal authentication. For detailed ACL setting, see the following section. @ ®

Super WiFi



Step 6b: User Defined Template Portal Setup - Portal Layout (Sign In/Login Page) (Cont.)

Text  Element for
Description Content

Text  Element  for
Description Content

Login Element (Default)

Text Element for
Copyright Info

89

A

TEXT:

TEXT:

LOGIN BUTTON TEXT:

GUEST LOGIN BUTTON TEXT:

LOGIN NAME PLACEHOLDER:

LOGIN PASSWORD PLACEHOLDER:

TEXT:

Highlight the fext and click “&F v putton. Enfer the
URL in the pop up box. Then click *OK" to confirm it

=
=
[
Ml

medium v
= % e

You are about to use the wireless
Internet access service (“this Service”)
operated by Altai Technologies Limited
("Altai”). The purpose of this Service is

=
=
I
Ml

medium v
= %

For prepaid or subscription users,
input vour credentials and click "LOG
IN" button for Internet access.

login @= = = = = = = = = - e - - - - ——————— - - - -

Guest@ = = = = = = = = e = e e e e e == = ===

I
1
Username
I
I
Password [ )

medium v

=
=
]
Il

x

You can drag and drop
the elements freely for
your desired top-down
order to be shown on the
portal page

= | e
ey

Insert Hyperlink b

care.altaitechnologies.com says:

Please enter the URL

eseco Mobile 4G 19:50 9 70% ..
& login.altaitechnologies.com
Care_UDT_Portal
Log In Cancel
AltaiCare

Altai WiFi Login Page

‘ou are about to use the wireless Internet access service (“this|
|Service”) operated by Altai Technologies Limited ("Altai”). The]
purpose of this Service is to provide free wireless Internet access tof
isitors of Altai. You may use this Service only if you agree to the
[following terms of service each time you access this service.

For prepaid or subscription users, input your credentials and click "LOG
IN* button for Internet access.

For free WiFi access, click "GUEST" button and you will be granted for
|30 minute Internet access.

[To enjoy more, click "SIGN UP" bution ami submit personal information
for 120 minute Internet access.

Powered by Altai Technologies

| https//wwaw.altaitechnalogies.com|

0K Cancel
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Step 6b: User Defined Template Portal Setup - Portal Layout (Sign In/Login Page) (Cont.)

Image Element for _|
Separation Line

Text Element for _|
Terms of Service

90

IMAGE FILE:

IMAGE SIZE:

IMAGE EXTERNAL LIMK:

TEXT:

Choose File | Separation Line.png x

(Maximum size: 500 KB)

Original image size v

=
=
I
Ml
x

x-large v

@ 6

Terms of Service ("'this
TOS™)

You can drag and drop
the elements freely for
your desired top-down
order to be shown on the
portal page

#2000 Mobile 4G 1:24 9 99% .

& login.altaitechnologies.com
Care_UDT_Portal

LogIn Cancel

Sign-up

Powered by Altai Technologies

[Terms of Service ("this TOS")

1. Access to this Service

[This Service is a free Intemet access service provided by Altai. Your
laccess to this Service may be blocked, suspended, or terminated at
Jany time for any reason. You must read and accept this TOS each time
Ivou use this Service. Altai may revise this TOS at any time and it is you
responsibility to review it for any change each time before using this
IService.

Please be aware that you are connecting to an unsecured wireless
Inetwork.

|2. Acceptable Use of this Service

INLT/N\I
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Step 6b: User Defined Template Portal Setup - Portal Layout (Sign Up Page)

Image
Logo

Text
Descrip

PORTAL SIGN UP TEMPLATE

Element for

Element  for
tion Content

—

91

CUSTOMIZATION MODE: m m o _
-

-

~

IMAGE FILE:

TEXT:

IMAGE SIZE:

IMAGE EXTERNAL LINK:

Choose File | No file chosen

(Maximum size: 500 KEB)

AltaiCare

Original image size

medium v A B

® &

LI UR IUL UL LIUL VWAL L OLLA33 Ll

By clicking "Confirm", vou accept our

Terms of Service

Customization Mode: Three types of customization elements can
be added fo the login page:

o Text
+ Image
* Ads (which will be discussed in Advanced Setting later)

You can click “+ Add” button tfo add multiple text elements and
image elements to the login page if needed.

Image External Link is an optional item. This time we do not embed
any URL in the logo in the sign up page.

You can drag and drop
the elements freely for
your desired top-down
order to be shown on the
portal page
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Step 6b: User Defined Template Portal Setup - Portal Layout (Sign Up Page) (Cont.)

SIMPLE SIGNUP BUTTON TEXT:

SIGNUP CONFIRM BUTTON TEXT:

SIGNUP BACK BUTTON TEXT:

CUSTOM SIGNUP CONFIG ITEM

%]

ign-up ,

Sign In/Guest Login Page

Login Element with Custom Sign
Up Configuration Item (Default):

There are six items available for
user sign up by default:

(1)
(2)
(3)
(4)
()
(6)

Email

Mobile

Name

Phone
Address

Social Account

You can rename or
enable/disable the sign up
items to make your own ones. In
this example, we rename the
item “Phone” as “Country” and
disable the items “Address” and
Social Account”.

Text Element for Copyright Info

92

EMAIL:

MOBILE:

NAME:

PHOME:

ADDRESS:

SOCIAL ACCOUNT:

TEXT:

1
Confirm [ ]
| 1
1 1
[} 1
Back ] 9 |
[
[
[
= |
Enable : | : . v
[
\
Email | : | N
| | N
- [ N
Enable | A v
1 1 ° \
X 1 I 1 ~ \
Mobile " S \
{ I REN s
RN
Enabl | I \N\
Enable | 1 Q
1 - --- Phaiaiaiaiiiaiety
Usemame; | | -
[ . -7
”
[ . 7
Enable | 1 | - v
”
| {
Country 1V __ ___ _________L_________J]
I 1
1 1
Disable 1 Lo~ E £ e
I
I
Disable 1 v
I
1

I
mediunt === A-"B

= | e

Powered by Altai Technologies

#eec0 Mobile 4G 19:50 © 70%
@ login.altaitechnologies.com
Care_UDT_Portal
LogIn Cancel
AltaiCare

Altai WiFi Login Page

'ou are about to use the wireless Internet access service (“tms
|service™) operated by Altai Technologies Limited ("Altai”). Thel
purpose of this Service is to DrﬂVIﬂE free wireless Internet access tof

isitors of Altal. You may use this Service only if you agree to thel
fO”ﬂng terms of service each time you access this service.

[For prepaid or subscription users, input your credentials and click "LOG

IN" button for Internet access.

For free WiFi access, click "GUEST" button and you will be granted for
minute Internet access.

[To enjoy more, click "SIGN UP" button and submit personal information
for 120 minute Internet access.

Guest

Sign Up Page

Powered by Altai Technologies

Click “Sign Up” button

eee-C Mobile 4G 1:36 @ 98% .-
& login.altaitechnologies.com
Care_UDT_Portal
Login Cancel

AltaiCare

Sign up for for free WiFi access here

By clicking "Confirm", you accept our Terms of Service

-___
___

Powered by Altai Technologies

Jump to another page for
users to sign up with
personal information

INLT/N\I
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Step 6b: User Defined Template Portal Setup — Template Preview (Desktop)

p— 3

Note: Remember to click button at the page bottom to make all changes take effect before checking on the preview.
B

Sign Up Page

93 Sign In/Guest Login Page - AL I AI
W . Super WiF



Step 6b: User Defined Template Portal Setup — Template Preview (Mobile)

-
;’_’ Note: Remember to click button at the page botfom to make all changes take effect before checking on the preview.

x Porial Preview

Portal Preview

Altai WiFi Login Page Sign up for for free Wi access here
By chcking "Confim?, you accept our Tarms of
Servca

is to prow
ecess to visitors of Alai. You may use this

Service only if you agree to the following terms
[of sarvice each time you access this service.

For prepaid or subscripbon users, nput your
eredentals and cick *LOG I button for Internet
Bccess.

For free WIFi access, cick "GUEST” button and you
v be granted for 30 minute Internet access.

[T enjay more, click *SIGN UP* button and submit
personal nformatian for 120 ménute Intemet

[ -] : :

Sign Up Page

Terms of Service ("this
TOS")

each time you Service. Alti may revise this
[TOS at any time and it is your responsibilty o

cLose

Sign In/Guest Login Page
INLTIN\I
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Step 7a: Create Portal Security Profile

& AltaiCare WIRELESS SERVICE PROJECT 2 [akaps] o
o @A Altai Office > Security SEARCH Q
g DASHBOARD ) I 0
Security Profile List
st NETWORK v NAME AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME RADIUS SERVER
Access Point No data available in table
Wireless LAN NEW SECURITY PROFILE
Showing 1-0 of 0 entries 10 ¥ < 4
| Security
NAME: |Care CT Portal ‘
Branch
CANCEL
Map
bErwarellipate Security Profile List
# SYSTEM N AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME RADIUS SERVER
o SE LSt Care_CT_Portal Open - - - 4
Showing 1-1 of 1 entries 10 ¥ < 4
Procedures:
1. Click to create a new Security Profile.

2. Give a name for the profile. In our example, we create two profiles called “Care_CT_Portal” and “Care_UDT_Portal” to which we will apply the custom

template and user defined template that we prepared in Step 6a and Step éb correspondingly.
Click to confirmiit.

3.
4. A new entry is then created for each profile in the list. Click to further configure it. AI TAI
96
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Step 7a: Create Portal Security Profile — Portal Setting

Procedures:

5. Select “Portal” as Authentication Mode.

SECURITY PROFILE NAME: | Care CT_Portal

eAUTHENT\CATION MODE: | PORTAL

Open
Wi
vy

6. Select “Built-in” as Portal Mode.

7. Choose one of the Service Domains where your portal is created. The Service

Domains listed here depend on the "Applicable Sites” setting (Step 2 Item #3)

of the Service Domains. In our example, we set up the Service Domain called

"Altai WiFi Service” and we have a custom template/user defined template
portal builtin there.

PORTAL DETAIL
_ 8. Select the portal that you created in the selected Service Domain. In our

example, it is Custom Template Portal/User Defined Template Portal.

PORTAL
°PORTAL MODE: | Built-in v Optional ltems:
External Portal DHCP Lease Time: IP lease time to the portal clients by AP. By default, it is set to

a e “7” be 7200 seconds. Once expired, the clients will then renew the IP with the AP.
SERVICE DOMAIN: | Altai WiFi Service v e
R Portal ACL Mode: A Black/White List (or called Walled Garden) designed to control
PORTAL: | Custom Template Portal et the information and Web sites the user is able to access before and after passing
e through portal login. Whitelist is the websites to be allowed for portal user access
PORTAL DHCP LEASE TIME (Seconds): | 7200 o before authentication while blacklist is those to be blocked from access no matter
whether it's before or after successful authentication.
PORTAL ACL MODE: (@) DISABLE EnapLE @777 This is generally used with the hyperlink on the login page. When users click on it,

they will be redirected to the desired URL which is allowed (whitelisted) in this ACL
file without going through the portal authentication.

See here for more details of operation.
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Step 7a: Create Portal Security Profile — RADIUS Setting

Procedures:
RADIUS
° 9. Select “Built-in” for RADIUS Server.
RADIUS SERVER® (@) Built-in L

- | 10. Choose the User Group(s) to be allowed for user authentication and

xernal
@ accounting via the Username/Password type of portal login. As to guest
ALLOWED USER GROUPS SRS login/sign up/social account of portal logins, the corresponding user groups
Select or search user group... were earlier assighed in Step 6 and therefore preselected as the Allowed User

Group and become greyed-out item. In our example, we select “PP User
RADIUS RETRY TIMEOUT (Seconds): | 300

Group” to be allowed for Username/Password login via User Defined
NAS IDENTIFIER: Template Portal.

—¢ Note: Remember fo cIick button at the page botfom to make all
- changes take effect.

Optional ltems:

MAC Access Control List: It is different from the Portal ACL List. Here, you can upload
a list of client MAC addresses (in .txt file) to allow or deny wireless connection of the
client to the SSID (which uses this security profile to implement the ACL security
measures).

White List is to allow the wireless clients which are specified on the list to connect to
- the SSID. In other words, for those who are not on the list, they will be denied access.

MAC ACCESS CONTROL LIST

Black List is a list of wireless clients to be denied access to the SSID. In other words,
ACL MODE- B for those who are not on the list, they can get access to it.

Black List For details of operation, refer to Advanced Configuration Section.
White List

o INLT/N\I
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Step 7a: Create Portal Security Profile — Portal ACL Configuration

‘F’OR"AL ACL MODE: DISABLE  (8) ENABLE

PORTAL ACL FILE: UPLOAD (* Portal ACL file 1s not uploaded yet.)

IMPORT PORTAL ACL FILE %

ACL FILE Choose File | No file chosen

@ ACL SAMPLE
e B
CANCEL

© save A @

-
@uvl .« Documents » AltaiCare » Custorn Ternplate Portal

[ ¢ |[ Search Custom Tempiate Portal P |

Organize v New folder = @
it Favorites — Documents library Arrange by Folder =
B Desktop Custom Template Portal

& Downloads .

£l Recent Places

i

Mo iterns match your search,
4 Libraries
|4 Dacuments
J’ Music | |
[E=] Pictures
BB videos

1% Computer
&, Local Disk (C3) I M

File name: bwlist.bt -

Save as type: | Text Document -

= Hide Falders

99

Procedures:

1.
2.
3.
4

5.

j broelistbet - Motepad

Enable Portal ACL Mode.

Click "Upload” of the Portal ACL File and the “Import Portal ACL File” pops up

Click "ACL Sample™.

A window pops up. Select the destination path for file download and then click “Save”

button.

Open the bwlist.txt file and follow the format below to create your own list.

File Edit Format “iew Help

[E=%EoE

w oapple.com

w yahoo. com

w Qoogle. com

b altaitechnologies.com
b 132.168.10.200

w 10.6.122.0/24]

N,

!

N,

vl

|

N,

v

—¢ Note: "w" denotes whitelisted website while “b"

denotes blacklisted website

Note: The list can consist of domain, single IP or even
IP subnet

Nofte: If we whitelist the domain “apple.com”, CNA of
IOS devices may regard the open network is Infernet
accessible and will not pop up a window for user
login. Users may manually open a browser and frigger
the portal page by entering non-https website in the
address bar.
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Step 7a: Create Portal Security Profile — Portal ACL Configuration (Cont.)

¢ Open
)0 ) |1 « ficare » Custom Template Partal ~ [ 43 || Search Custom Template Portal P |
Organize = New folder B I @
W Favorites — Documents ||brary Arrange by:  Folder ¥
M Desktop Custom Template Portal
J8 Downloads Name Date modified T Size
5| Recent Places £
| bwlistiet T/TS201F 6:40 P Text Document 1KB
G Libraries
% Dacuments
! Music
[ Pictures
i Wideos
18 Computer
&, Lacal Disk () -
File name: baist bt
6 s
IMPORT PORTAL ACL FILE
e ----- ~
ACLFILE: ["Choose File |bwiist txt
ACL SAMPLE
IMPORT [l CANCEL
PORTAL ACL MODE: DISABLE (@) ENABLE

° PORTAL ACLFILE: UPLOAD DOWNLOAD
PORTAL ACL FILE UPLOAD TIME:  2017-07-07 19:00:54

100

Procedures:
6. Go back to the “Import Portal ACL File” window and click “Choose File” button fo upload the
ACL file.

A window pops up. Select the modified bwilist.ixt file and click "Open” button

Click IS5 button.

9. File uploaded and confirmed with the upload time.

[—

?’ Note: Remember fo click button at the page bottom to make all changes take effect.
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Step 7b: Create WPA Security Profile

& AltaiCare WIRELESS SERVICE PROJECT 2 [akaps] o
o @A Altai Office > Security SEARCH Q
@ DASHBOARD ) N 0
Security Profile List
st NETWORK v NAME AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME RADIUS SERVER
Access Point No data available in table
Wireless LAN
Showing 1-0 of 0 entries 10 ¥ < 4
Security
NAME: ‘Care_WPA ‘
Branch
e CREATE CANCEL
Map
Firmware Update Security Profile List
AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME RADIUS SERVER
# SYSTEM > 4
Care_WPA Open - - -
= SITELIST
Showing 1-1of 1entries 10 7 ¢ >
Procedures:
1. Click to create a new Security Profile.

2. Give a name for the profile. In our example, we create a profile called “Care_WPA" to which we will apply our previously prepared user group
in Step 4 for user authentication via PEAP.

Click to confirmit.
4. A new profile entry is then created in the list. Click to further configure it. A
102
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Step 7b: Create WPA Security Profile — RADIUS Setting

GENERAL Procedures:
5. Select "“WPA" as Authentication Mode.
6. Select “Built-in” for RADIUS Server.

a AUTHENTICATION MODE: | WPA 7. Choose one of the Service Domains where your user groups and accounts are

SECURITY PROFILE NAME: | Care WPA

Open created. The Service Domains listed here depend on the "Applicable Sites”
‘F';'Eﬁ-F'SK setting (Step 2 Item #3) of the Service Domains. In our example, we set up the
PORTAL Service Domain called "Altai WiFi Service” and we have a user group with

e accounts built in there specifically for WPA authentication.

8. Choose the User Group(s) to be allowed for user authenfication and
GROUP KEY INTERVAL (Seconds): | 86400 accounting via WPA authentication. In our example, we select “SC User

Group” to be allowed for Username/Password login via WPA authenfication

RADIUS (PEAP).
0 RADIUS SERVER: (@) Buiitin

External

e SERVICE DOMAIN Altas Wik Service v
e ALLOWED USER GROUPS SC User Group

RADIUS RETRY TIMEOQUT (Seconds): | 300
e Note: Remember to click button at the page bottom to make all
=P changes take effect.
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Step 7b: Create WPA Security Profile - MAC Access Control Setting

Optional ltems:

MAC Access Control List: It is where you can upload a list of client MAC addresses
(in .txt file) to allow or deny wireless connection of the client to the SSID (which uses
this security profile to implement the ACL security measures).

White List is to allow the wireless clients which are specified on the list to connect to
- =---- the SSID. In other words, for those who are not on the list, they will be denied access.

R CEEES O REL WET Black List is a list of wireless clients to be denied access to the SSID. In other words,
for those who are not on the list, they can get access to it.

ACL MODE: | Disable
For details of operation, refer to Advanced Configuration Section.

Black List
White List

INLT/N\I
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Step 7c: Create MAC Auth Security Profile

&b AltaiCare WIRELESS SERVICE PROJECT 2 [akaips] = I

=~ ew

=

@& DASHBOARD

@ Altai Office > Security SEARCH Q

Security Profile List 0

ali NETWORK v NAME AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME RADIUS SERVER
Access Point No data available in table
Wireless LAN

Showing 1-0 of O entries 10 ¥

Security
MNAME: ‘ Care_MAC_Auth ‘
Branch

e CREATE CANCEL
Map

Firmware Update Security Profile List
F SYSTEM N NAME AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME
= SITELIST fare MAC Adh Open - ~1- -
Showing 1-1 of 1 entries 10 ¥ < 4
Procedures:
1. Click to create a new Security Profile.
2.

106

Give a name for the profile. In our example, we create a profile called “"Care_MAC_Auth” to which we will apply our previously prepared user

group in Step 4 for mac authentication.

Click to confirm it.

A new profile entry is then created in the list. Click to further configure it. ALTAI
@ @

Super WiFi



Step 7c: Create MAC Auth Security Profile — RADIUS Setting

Procedures:
5. Select “MAC" as Authentication Mode.
6. Select “Built-in” for RADIUS Server.

7. Choose one of the Service Domains where your user groups and MAC entries

SECURITY PROFILE NAME: | Care_ MAC_Auth

a AUTHENTICATION MODE: | MAC v

Open
WPA
WPA-PSK Sites” setting (Step 2 Item #3) of the Service Domains. In our example, we set

PORTAL up the Service Domain called "Altai WiFi Service” and we have two user
groups with MAC entries built in there specifically for MAC authentication.

8. Choose the User Group(s) to be allowed for MAC authentication. In our
RADIUS 0 example, we select “PP MAC Group” and “SC MAC Group” to be allowed for
RADIUS SERVER: (@) Buil-in authentication with device MAC.

are created. The Service Domains listed here depend on the “Applicable

External

a SERVICE DOMAIN Altai WiFi Service v

e ALLOWED USER GROUPS PP MAC Group SC MAC Group

RADIUS RETRY TIMEQUT (Seconds): | 300

—¢ Note: Remember to click button at the page bottom to make all

NAS IDENTIFIER -
=P changes take effect.
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Step 7c: Create WPA Security Profile - MAC Access Control Setting

Optional ltems:

MAC Access Control List: It is where you can upload a list of client MAC addresses
(in .txt file) to allow or deny wireless connection of the client to the SSID (which uses
this security profile to implement the ACL security measures).

White List is to allow the wireless clients which are specified on the list to connect to
- =---- the SSID. In other words, for those who are not on the list, they will be denied access.

R CEEES O REL WET Black List is a list of wireless clients to be denied access to the SSID. In other words,
for those who are not on the list, they can get access to it.

ACL MODE: | Disable
For details of operation, refer to Advanced Configuration Section.

Black List
White List
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Step 7d: Create WPA-PSK Security Profile

& AltaiCare WIRELESS SERVICE PROJECT 2 [afatps] = II
o @A Altai Office > Security SEARCH Q
g DASHBOARD ) o 0
Security Profile List
st NETWORK v NAME AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME RADIUS SERVER
Access Point No data available in table
Wireless LAN
| Showing 1-0 of 0 entries 10 ¥ < 4

Security
NAME: ‘Care_WPA_PSK ‘
Branch

e CREATE CANCEL
Map

Firmware Update Security Profile List
F SYSTEM N AUTHENTICATION MODE PORTAL MODE SERVICE DOMIN / PORTAL NAME RADIUS SERVER
- - - 7 Edi
= SITELST Care_WPA_PSK Open !
Showing 1-1of lentries 10 ¥ < *

Procedures:
1. Click to create a new Security Profile.
2. Give a name for the profile. In our example, we create a profile called “Care_WPA_PSK” for WPA-PSK authentication.
3. Click fo confirmit.
4. Anew profile entry is then created in the list. Click E2220 1o further configure it.
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Step 7d: Create WPA-PSK Security Profile

Procedures:
5. Select "WPA-PSK” as Authentication Mode.
SECURITY PROFILE NAME: | Care WPA_PSK - i iFi
—— 6. Input a string not less than 8 characters for the Passphrase which the WiFi users

will have to use this credential for network access.

a AUTHENTICATION MODE: | WPA-PSK v

Open
WPA

MAC
PORTAL

GROUP KEY INTERVAL (Seconds): | 86400

WPA-PSK DETAIL

Al

Note: Remember to click button at the page bottom to make all

changes take effect.

PASSPHRASE altaitps @

Optional ltems:

MAC Access Control List: It is where you can upload a list of client MAC addresses
(in .txt file) to allow or deny wireless connection of the client to the SSID (which uses
this security profile to implement the ACL security measures).

White List is to allow the wireless clients which are specified on the list to connect to
—----- the SSID. In other words, for those who are not on the list, they will be denied access.

SR =S M EL WET Black List is a list of wireless clients to be denied access to the SSID. In other words,
for those who are not on the list, they can get access to it.

ACL MODE: | Disable
For details of operation, refer to Advanced Configuration Section.
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Step 8: Create New WLAN - Basic Setting

&b AltaiCare WIRELESS 2 [ahaips] O 32
= @ Altai Office > WLAN List ‘ WLAN v | SEARCH Q
@ DASHBOARD _ 0
WLAN List Show Filter
Ji NETWORK .

NAME SCOPE TARGET RADIO SECURITY PROFILE STATUS

Access Point No data available in table

Wiraless LAN Procedures:
S \Qwing 1-0of Dentries 10 ¥ 1. Click to create a new WLAN profile. ¢ ’
ecun

2 Give a name for the profile.

Branch NEW WLAN 3. Configure SSID for the profile. The SSID will be broadcast and

Map should be seen by clients for wireless connection.
NAME: |Care CT Portal . . . .
4. Two options for scope: Site or Branch. It defines which groups of
T e AP, Site (Main Set)/Branch (Subset), to be using this WLAN profi
ssiD- |Care_CT_F‘ortaI ‘ , Site (Main Set)/Branch (Subset), to be using this profile
& SYSTEM 5 ° and broadcasting the SSID for service. For the concept about
= SITE LIST SCOPE: | Site v Site/Branch, go to Advanced Configuration Section.
e 5.  Define what radios (2.4G/5G/Both) to use this WLAN profile and
TARGET RADIO: | Both v broadcast the SSID for service.
Q 6. Apply one of the security profiles which is created in Step 7 to
SECURITY PROFILE: | Care CT_Portal " this WLAN profile for policy control on the wireless clients who use
w this WLAN service.
. -
7. Click [#Zus fo confirmit. AL AI
113 - s
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Step 8: Create New WLAN - WLAN Scheduler

ENABLE SCHEDULE:

DAYS OF WEEK:

SCHEDULE WORK TIME:

DAYS OF WEEK:

SCHEDULE WORK TIME:

v -~

MOMDAY

9:00 AM

SATURDAY

9:00 AM

[—1

Optional ltems:

Enable Schedule: Check the box to enable the scheduler. It controls
the periods for the WLAN service by enabling/disenabling the WLAN
according to the periods defined in the following items. You can
add multiple periods by clicking button

Days of Week: To set which week days (From Sunday to Saturday) to
enable the WLAN service.

Schedule Work Time: To set the time to start and stop the WLAN
service on the week days defined above.

In this example, we turn on our guest SSID “Care_CT_Portal” in the
following periods ONLY:

»  From Mon to Fri, 9:00 — 18:00

+  Sat 9:00-13:00

?’ Note: Make sure a correct local Time Zone setting for the site so that the scheduler can run its scheduler accurately.

114
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Step 8: Create New WLAN - Advanced Setting

d /

7/

ADVANCED

115

HIDE 55ID:

INTRA-WLAN USER ISOLATION:

VLAN PASS THROUGH:

VLAN ID:

ACCESS TRAFFIC RIGHT:

’ P -,

-

Hide SSID: To hide/unhide SSID name for broadcast

Intra-WLAN User Isolation: To block Layer 2 communication among the 2.4G and 5G
clients within the same WLAN under the same AP.

VLAN Pass Through: Applicable for VLAN environment only. It is usually used for WDS
bridging. With the box checked, the WLAN will carry all VLAN ftraffic and therefore
establish a trunk link over the WDS bridge to the remote Station.

VLAN ID: Applicable for VLAN environment only. It adds/removes the VLAN tag with
ID specified here to the client traffic from/to the WiFi interface to/from the Ethernet
interface. In other words, the WLAN will be as a VLAN access interface for the
wireless clients.

This VLAN ID option is not applicable for portal authentication because AP will be as
a gateway for the portal users. Their traffic will be “NATed"” by AP’s IP and routed to
the local gateway and then fo Internet through management VLAN.

Access Traffic Right: To impose access right confrol on the client traffic under this
WLAN. Three available options:

* Full Access: Client associatfing fo this WLAN can manage AP through wireless
interface and gain access to the local network or Internet via Ethernet interface.

* AP Management Only: Client associating to this WLAN can manage AP through
wireless interface but not able to access to the local network or Internet via
Ethernet interface.
In VLAN environment, make sure the VLAN ID assigned to the WLAN the same as
AP Management VLAN; otherwise, clients cannot access to AP even if either of
the above two options (Full Access or AP Management Only) is selected.

+ AP Management Disabled: Client associating to this WLAN can gain access to
the local network or Internet via Ethernet interface but not able to manage AP

through wireless interface.
INLT/N\I
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Step 8: Create New WLAN - Advanced Setting (Cont.)

ALLOW DHCP SNOOPING TRUSTED PORT:

MAX STATION:

WLAN MAXIMUM UPLINK (Kbps):
WLAN MAXIMUM DOWNLINK (Kbps):
STATION MAXIMUM UPLINK (Kbps):

STATION MAXIMUM DOWNLINK (Kbps):

116

-
=
-
~
-
-~
-
-
-
-~
~
-~
_———

Allow DHCP Snooping Trusted Port: With the box checked, it allows DHCP servers in
the WLAN to offer IP address to clients via wireless interface.

As usual, the box is unchecked to prevent illegal DHCP servers offering IP address
from the untrusted wireless network.

Max Station: Set maximum associated clients to the WLAN interface for maintaining
good WiFi service to the clients. The supported maximum client number depends on
the AP models. By default, it is set to be 64.

WLAN Maximum Uplink/Downlink (Kbps): Set upper limit to the total uplink/downlink
throughput for the whole group of associated clients under the same WLAN. The unit
is in kbps. In other words, setting of 100000 means 100Mbps of throughput limit for the
whole WLAN group fraffic.

Station Maximum Uplink/Downlink (Kbps): Set upper limit to the total uplink/downlink
throughput for individual associated clients under the same WLAN. The unit is in kbps.
In other words, setting of 10000 means each of the individual clients can enjoy
10Mbps of throughput limit.

This setting is not applicable for those users who are authenticated through
AltaiCare Service Domain with their own bandwidth control setting configured in the
user account. For example, for a user account which is configured with bandwidth
control of 10Mbps, you will still get 10Mbps of data speed even though the SSID you
are connecting with is configured with 5SMbps of per-user bandwidth control.
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Step 8: Create New WLAN - Advanced Setting (Cont.)

Reject Station if SNR less than (dB): Set the minimum required uplink SNR when clients

make association requests to this WLAN. In case of lower uplink SNR than the

_ ___ threshold value defined here, AP will reject its association request. This approach can

—————— let the clients actively search better APs in the surroundings for network access.

________ Default value is 0 which means the feature disabled and AP will not reject any client

REJECT STATION IF SNR LESS THAN (dB): (0 @~ association due fo low SNR.

Disassociate Station if SNR drops more than (dB): Used with the above item. This is to

set a differential (in dB) below the association requirement (the above item) for
- kicking the associated clients out due to low SNR. The higher the value, the more

room there will be for uplink signal fluctuation due to client’s movement and hence
FOR CONSECUTIVE 10 @~ _ _ PACKETS more stable WiFi connection status.

DISASSOCIATE STATION IF SNRDROPSMORE ¢ @
THAN (dB):

<o For consecutive ... packets: Used with the above 2 items. This is to set how many

S~< consecutive packets with uplink SNR lower than the association requirement (the first

~--- item) by a defined amount (the second item) for kicking the associated clients out
due fo low SNR. The lower the value, the higher sensitivity for the AP for the kick
action.

—a
? Note: Remember to click button at the page bottom to make all changes take effect.
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Step 8: Create New WLAN - Configuration Summary

WLAN Profile SSID to be broadcast Security Profile to be applied VLAN ID
N/A
Care_CT_Portal Care_CT_Portal Care_CT_Portal (You can enter ANY integer here,
e.g. 1-4094)
N/A
Care_UDT_Portal Care_UDT_Portal Care_UDT_Portal (You can enter ANY integer here,
e.g. 1-4094)
Care_WPA Care_WPA Care_WPA 150
Care_MAC_Auth Care_MAC_Auth Care_MAC_Auth 160
Care_WPA_PSK Care_WPA_PSK Care_WPA_PSK 170
—

?‘ Note: For simplicity, we use the same name for WLAN Profile, SSID and Security Profile in this example.
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Step 9a: Single AP Registration

& AltaiCare WIRELESS PROJECT
b=1 # Altai Office > AP List AP v Q
@ DASHBOARD ) _ ‘
AP List Show Filter
i NETWORK N BRANCH MODEL ETHERNETMAC SERIAL [P ADDRESS CHANNEL ALERT LAST CONNECTED TIME

Access Point No data available in table

Wireless LAN

Showing 1-0 of O entries 10 ¥

Security
Status About
Branch _
Owverview
Map
) NAME: |HKO_A3w .
Firmware Update System Network(Switch Mode)
#& SYSTEM 3 e ETHERNET MAC: |00:19:be:a3:00:20 6 - System Name:  NA Ethernet
-~ IPv4 DHCP Client:  Disabled
~\ Product Name:  A3w ’ ' e
B SITELIST % CANCEL \\\ CPU Usage: ™ IPv4 Address: 192.168.100.30
~ .
Procedures: ~ ~ Memory Usage: IPv4 Subnet Mask:  255.255.255.0
R . So ) IPv4 Default Gateway: 192,168.100.1
1. Click to reglsfer anew AP. \\ Time of Day: Thu Jul 13 15:36:00
~o 2017 IPv4 DNS Server: 10.6.127.4
2. A "New AP" window pops up. Give a name for the AP. This name setting will be provisioned to AP NNNN Uptime: T BT s £.8.8.8
X X . ~ Interfaces(4)
as “System Name" once the AP is connected with AltaiCare. e e e e T e e

Ethernet {eth0)
Remote Management MAC: 00:19:be:23:03:20

3. Enter the AP Ethernet MAC address in colon-separated or hyphen-separated format with either

uppercase or lowercase alphabets, e.g. XX: XX XX XX:XX: XX or xx-xx-xx-xX-xx-xX. You can directly
copy it from AP WebUl “Status > Overview > Interfaces > Ethernet(eth0) > MAC".

4, Click REEERUS button to confirm the AP registration to the site.
120

Link: Auto (Full 100Mb/s)
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Step 9a: Single AP Registration (Cont.)

SERIAL IP ADDRESS CHANNEL  ALERT STATION

. . N ) R _ | 223255161 226(WAN) | Radiol- 1 24G: 0 zaG: - R ..
O RS A - Afw | 00:19:bea3:08:20 | A3WDS3300009 192.162.100.30(LAN) | Radioz-36 | U 5G: 0 5G: - FOLTOTAS L5 ..

Showing 1-1 of 1 entries 10 ¥

Overview

( Network(Switch Mode) More=>
The status will turn from % to = for the AP eniry once the Geemn —
. . . ystem Name:
AP is successfully connected with AltaiCare. T P I
Product Name: A3w
. IPv4 Address: 192.168.100.30
On AP WebUl, it will also show the status of Remote Mgmt as CPU Usage:
IPv4 Subnet Mask: 255,255,
“Connected”. T v4 Subnet Mas 255.255.255.0
. IPv4 Default Gateway: 192.168.100.1
Time of Day: Thu Jul 13 17:04:18
2017 IPv4 DNS Server: 10.6.127.4
) ) £.8.8.8
Uptime: 1d 01h 27min 51s
Interfaces(4)
Ethernet {eth0)
Status MAC: 00:19:be:a3:09:20 Transmit: 3.08MB (2.23Kbps)
T T Auto (Full 100Mb/s) Receive: 15.99MB (7.23Kbps)
Remote Mgmt.on |
< Status: Connacts, Ethernet (eth1)
Connect Time: 1149 (5) MAC: 00:19:be:a3:09:20 Transmit: 0.00KB (0.00Kbps)
Link: Auto (Disconnected) Receive: 0.00KE (0.00Kbps)
Radio0{2.4G}
MAC: 00:19:be:33:09:22

se il ALT/Al
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Step 9b: AP Batch Registration

& AltaiCare WIRELESS 2 [ahaips] T 33
=4 @ Altai Office > AP List AP v | SEARCH 0___\ Q
\
@ DASHBOARD . . %
AP List Show Filter
ot NETWORK v =
STATUS NAME ~ BRANCH MODEL ETHERNETMAC SERIAL IP ADDRESS CHANNEL ALERT STATION AVG R55I LAST CONNECTED TIME
Access Point No data available in table
Wireless LAN
) Showing 1-0 of 0 entries 10 ¥ < 4
Security
Branch
IMPORT APS x
Map
Firmware Update AP LIST FILE: Choose Fila | Mo file chosen
@ APS SAMPLE
& SYSTEM >

4
o
B SITELIST

Procedures:

1. Click to pop up a window for importing AP list file.
2. Click "APs Sample” to download a AP list template.
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Step 9b: AP Batch Registration (Cont.)

€ saveds EEH9-©-|= ° batch_ap_sample.csv - Microsoft Excel = E =
"
@\J" |« Documents » AltaiCare » AP List - |;,|| Search AP {ist ol “Home Insert | Pagelayout  Formulas  Data  Rewiew  Wiew o @ o P =
. — = i X EHE - = Q A = -
Organize « New folder =~ @ I = BE B b = jl - = & S‘z
- - PivotTable Table | Picture Clip Charts | Sparklings  Slicer | Hyperlink | Text  Header Symbols
0 Favorites — Documents ||brary e Folcier = At T~ - Box < & Footer T
B Desktop AP List o Tables Tlustrations Filter Links Text
4 Dowenloads . - 522 - v
=l Recent Places = i B C D E F G H ;
Mo iterns match wour search, 1 |name ethiiac location %
= Libraries 2 HKO_C2s  00:19:be:29:00:30 HK Office
@ Documents 3 HEO_A3w  00-13-BE-A3-09-20
J’ Music N 4 |HKO_A3ED  00-18-be-a3-06-c0 HK Office
[E5] Pictures 5 ul
B videos 4 4+ M| batch_ap_sample ~#2 4] il | » 1]
Ready | ||E|E| 100% (=)
8 Computer
£ Local Disk (C3) S —— :
File name: batch_ap_sample.csv - m
- 3. Click "Save” button.

Save as type: | Microsoft Excel Comma Separated Values File

4. Open the file "batch_ap_sample.csv”.
~ Hide Folders swe | [ cancel |

5. Give a name for each AP.

6

Input the AP Ethernet MAC address in colon-separated or hyphen-separated

format with either uppercase or lowercase alphabets,
e.g. XX XX XX XX:XX: XX or XX-XX-XX=XX-XX~XX
7. Enter AP location. It is an optional item and you can keep it blank.
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Step 9b: AP Batch Registration (Cont.)

IMPORT APS Procedures:
8. Go back to the “Import APs” window and click “Choose File” button to upload the AP
batch file.

9. A window pops up. Select the modified batch_ap_sample.csv file and click "Open”

button.
10.  Click [[I5 button.

€ Open (=l

[} li pv| L% My Documents » AltaiCare » AP List - |€,|| Search AP List }J|
Organize » New folder = O @
5 Favorites — Documents library Artange by: Folder =

Bl Desktop AP List
& Dowenloads

=
Mame
1=l Recent Places =

|@ batch_ap_sample.csw

- Libraries
@ Documents
Js Music
[ Pictures
BE videos

- Computer
L’" Local Disk {C3) -~ 4 1 3

File narne: hatch_ap_sample.csw > | A&l Files V]
Qpen Iv] i Cancel ]

= Super WiFi




Step 9b: AP Batch Registration (Cont.)

AP List  Show Filter

MODEL  ETHERMET MAC

COMMECTED TIME

=
L

=
-

HKO_ASE

HEO_Adw - Adw H19:be:ad:09:20

HKO _C2s - C2s H:19:be:20:(H} 30

Showing 1-3 of 3 entries 10 ¥

125

H¥:19:be:ad:06:cl

AIYVIEE 3HHHIS

CZ2S1611HHILS

223255161 226 (WAN)

192 168, 1O SO{LAM]

22.3.255. 161 226(WWAN)

192,168 100 5HLAN)

iguration

Status
Overview

Administration

Network(Switch Mode)

ALERT
a0 02
on 22 02
a2 02

More==

System Name: HKO_A3w
Product Name:  A3w

Ethernet
IPv4 DHCP Client:

Connect Time: 1149 (s)

Disabled

IPv4 A .168.100.
CPU Usage: o 192.168.100.30
IPv4 Subnet Mask: 255.255.255.0
Memory Usage:
. IPv4 Default Gateway: 192.168.100.1
Time of Day: Thu Jul 13 17:04:18
2017 IPv4 DNS Server: 10.6.127.4
. ) 8.8.8.8
Uptime: 1d 01h 27min 51s
Interfaces(4)
Ethernet {eth0)
Status MAC: 00:19:be:a3:09:20 Transmit: 3.08MB (2.23Kbps)
777777 Link: Receive 4 5
RIS G Auto (Full 100Mbjf-s-) ----------------------- 15.99MB (7.23Kbps)
Status: Connected Ethernet {eth1)
MAC: 00:19:be:23:09:20 Transmit: 0.00KB (0.00Kbps)

o - ©000
2-5"23;3 ) 2017-07-31 14:43:50 o @ ° @

2-5‘23:3 2170731 14:43:52 ° @ ° @
3

The status will turn from %" to = for the AP entry once
the AP is successfully connected with AltaiCare.

On AP Webll, it will also show the status of Remote
Mgmt as “Connected”.

swsu SN/
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AP Firmware Compatibility Check

& AltaiCare

=2 @A Altai Office > AP List

& DASHBOARD .
AP List Show Filter

M NETWORK v

STATUS  NAME ~

BRANCH MODEL ETHERNET MAC

Access Point 223.255.161.226(WAN) | Radiol: 1 -
_ AG-ha-a2-N0- -161. : -
’/’ HKG_A3w A3w | 00:19-be:a3:09:20 A3WO053300009 192,158 100 S0(LAN) | Radio2- 36 6 G 0 G -
Wireless LAM

Security

Showing 1-1 of Lentries 10 ¥
Branch

Map

Firmware Update

Current AP firmware may not

& SYSTEM >
be fully compatible with
= STELST AltaiCare, please upgrade to
official AltaiCare version
127

SERIAL IP ADDRESS CHANMEL ALERT STATION AVG R351 LAST CONNECTED TIME

24G: 0~ 24G. -

2017-07-18 00:23:54

<>

_:" Note: We are making every endeavor to keep updating AltaiCare system with new

features and bug fixes. To make sure AP works well with AltaiCare, please check the

AP status icon here after each time of AltaiCare system update.

INLT/\I]
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Single AP Firmware Update

&b AltaiCare

WIRELESS

=4

@& DASHBOARD

M NETWORK
Access Paint
Wireless LAN
Security
Branch
Map
Firmware Update

# SYSTEM

B SITELIST

128

#A Altai Office > AP List

AP List Show Filter

=
o
<
%
m
i
%)
T
0o

STATUS NAME ~ BRANCH MODEL ETHERNET MAC SERIAL IP ADDRESS
e 223.255.161.226(WAN)
4 HKO A3w - Adw | 00:19be:a3:09:20  AJW053300009 | IR

Showing 1-1 of Lentries 10 ¥

UPDATE FIRMWARE

2 FIRMWARE: | A3c_2.1.0.1211 (Official) v

®5CHEDULE START TIME: @ NOW
° UPDATE CANCEL

@ SCHEDULE START TIME:
SPECIFIC TIME: | 07/20/2017 m 03:00 v

SPECIFIC TIME

NOW (@) SPECIFIC TIME

A Warning: Make sure the AP unit is powered up throughout the whole firmware update

process! Failure to do so might cause firmware crash.

CHANNEL  ALERT STATION AVG RS5I1 LAST CONNECTED TIME

Update Firmware

Radiol: 1 24G: 04 | 24G -
> o .
Radio?. 36 | © 5G. 04 5G: - L0718 002354 °®°-@
N E
Procedures:

1. Click @ button on the AP enfry.

2. A "Update Firmware” window pops up. Select the latest firmware
from the drop down menu of Firmware.

3. You can either start the AP firmware update now or set scheduler
with specific date and time for the update.

4. Click
update.

LA button to confirm and perform the AP firmware

INLT/\I]
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Single AP Firmware Update (Cont.)

FIRMWARE:  A3c 2101211 (Official) v 5. Click "Go to detail page” to view the update status and it jumps to Wireless > Firmware Update.

6. Check the update status which is updated in every 30 seconds. Normally, it goes through

SCHEDULE START TIME: NOW SPECI . " e
® Fg several stages for the entire process: 1. Pending (which inifiating the update); 2. In Progress; 3.
* Firmware task is scheduled. Go to detail page.

Success or Failure.

UPDATE CANCEL 7. Make sure the status becomes “Success” in the end.

& AltaiCare WIRELESS

= A Altai Office > Firmware Task LI SEARCH Q

#& DASHBOARD

Firmware Update List

i NETWORK v AP NAME FIRMWARE NAME LAST UPDATE TIME LAST UPDATE STATUS
Access Point HKO_A3w A3c 2.1.01211 2017-07-18 01:29:48 6 -
Wireless LAN - AZc 2101211 2017-07-13 23:45:31 Success -
Security - A3c 2101211 2017-06-27 14:07:38 Success -
Branch - AZc 2101211 2017-06-17 17:58:29 Failed -
Map - A3c 2.1.01211 2017-06-08 11:12:18 Success -
Firmware Update
howing 1-5of Sentries 10 ¥ < ?
& SYSTEM >
AP NAME FIRMWARE NAME LAST UPDATE TIME LAST UPDATE STATUS NEXT SCHEDULE TIME
= SITELIST

HKO_A3w A3c_2.10.1211 2017-07-18 01:29:48 VA S.ccoss -
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Single AP Firmware Update (Cont.)

& AltaiCare

A4 [tayler] = I3

= A Altal Office > AP List SEARCH Q

@& DASHBOARD

AP List Show Filter

i NETWORK e STATUS NAME ~ BRANCH MODEL ETHERNET MAC SERIAL IP ADDRESS CHANNEL ALERT STATION AVG RSSI LAST CONNECTED TIME

Access Point 8 223.255.161.226(WAN) | Radio2: 36 24G: 0 224G -

8 HKO.A3W ASw | 00:19bea3.0020 ASWO53300000 | It L | et | 8 o o | o - ororioss (@@ @O@
Wireless LAN ~
\ -
Security
Showing 1-1 of 1 entries 10 ¥ < 3

Branch

Map

Firmware Update
£ SYSTEM >

Procedures:

= SITELIST

8. The AP status should turn from @ to &
9. Click the AP Name and you will get the individual AP status dashboard.
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Single AP Firmware Update (Cont.)

Procedures:
10.  Now, you should be able to double check if the current AP firmware version is the target one.
&b AltaiCare

WIRELESS 2 [taylor] = I3

Fed #& Altai Office > AP List [/ AP Dashboard AP ~

W

0

@ DASHBOARD
AP [ HKO_A3w ] Dashboard Info

ot NETWORK v 2 STATIONS A ALERTS 1 TODAY TRAFFIC (UL / DL) W CURRENT THROUGHPUT (UL / DL)

Access Point

/ o OMB/OMB z:c 0 Mbps/ 0 Mbps 226
—f ALERTS
Wireless LAN = 0MB/0MB sc 0 Mbps/ 0 Mbps ¢
Security
a2 Meo[Zlell RADIO CONFIG AP NETWORK CONFIG QLSS THROUGHPUT USER STATISTIC  TODAY TOP USAGE
Eranch
TRAFFIC @ Upload @ Download
A EDIT
Map CONFIGURATION STATUS Traffic ( MB ) f 1 Minute Total +~  LastlHour
Firmware Update LOCATION . 10
 SYsTEM . AP NAME HKO_A3w .
AP STATUS: Online
& SITELIST ETHERNET MAC: 00:19:be-a3:09:20 °
SERIAL NUMBER: A3W053300000 .
LAST CONNECTED 2017-07-18 02.07:34
IP ADDRESS: 223 255 161 226(WAN) / 192 168 100 30(LAN) :
MODEL: Adw .
EIRMWARE VERSION:  2.1.0.1211 187ul 187ul 187ul 187ul 187ul 187ul 187ul
01:01 01:12 01:23 01:34 01:45 01:56 02:07
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HARDWARE VERSION: 12
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AP Batch Firmware Update

Procedures:
1. Go fo the Search Engine and select “AP” in the category.
Input the AP series name as keyword, e.g. A8, A3, A2, C1,C2.

A number of search targets will pop up. Hit the first one which is in form of <AP series name> aps, e.g. “A8 aps” on the screenshot below.

& AltaiCare WIRELESS

A AltaiFree WiFi > AP List

& DASHBOARD :
AP List Show Filter =
o1t NETWORK
AZ-Ein Photonics 10.6.80.241 ap.name @
I Access Point
AZ-Ein Photonics 10.6.80.243
Wireless LAN 3
001902709235 1A21550A0111 | A2-Ein Bridge Photonics 10.8.80.242
Secunty |
= A2Ei Core 10.6.80 249 - A2Ei  0019be 70363 1AZIS41C0030 22 AEEm ap.mode! @
Branch -
AZ-EN
Map 72 AS:Ein Bridge Photonics 10880242 ASbridge  AS-Ein | 00:19be2010:04  1AN13033A013
,)Em
Firmware Update 221
N - - - -
% AB.Ein Photonics 10680241 - 43008 : »
e ~ 4 ASEin  00190e200c25 1AN124430087 et e e s o S
?
- s — 223255161 226(WAN) | Radio?: 149 24G. 04 | 24G. - 2016-10-19
= | - AS-Ein ) 19 be 013 AN13033A01 = - ~ 5
m SITEUST . a : 4 &En | 01%0e20:105 | IANIRIAON 10680243(LAN) | Ragior'l | 2 56. 04 | 56 095317
— 223 255 161 226(WAN) 24G: 04 | 24G: - 2016-10:19
~ Clan Core 10680251 - 12 : »
A Clan  0019bea21596 | CLANIS2800304 ) Pl o W™ | Radol 140 24 e o | %G oS
n Es 223255161 226(WAN) 24G. 04 | 24G 2016-10-19
A Cln Core 106,80 250 - 1 2al4542 | CIN153000774 | 0200 O e $01 -~ »
- n Cin | 0019bealds CIN15300077 106,60 2500AN) | | FA0OL 1 2 5 00 o 065313
-+ »
Showing 1-7of 7 entries 10 ¥ i n’
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AP Batch Firmware Update (Cont.)

Procedures:
4. In this example, the result shows and filter out the A8n series products only based on the keyword “A8". Lz ol sl thg AE LIS [povEiEel Ly
throughout the whole firmware update process!
Check the box in the header row and all the boxes will then be checked automatically. Failure to do so might cause firmware crash.

5
6. Hit the button “Firmware Update”.
7 It will pop up a window for firmware batch update. Follow the same procedures from Step #2 to Step #10 in Section: Single AP Firmware Update for the batch update.

# AbalFraa Wikl >  SaanchiRamul tis | AP - | SEARCH a

Search Result List (AP) '0
Batch Actions: (R (G
5

ﬂ STATUS MAME LOCATION ETH MAC SERIAL WAN IP
Online AB-Ein Photonics 10.6.80.241 - 00:19'be:20:0c:25 1AN124430087 223255161 226 AB-Ein
Online AB-Ein Photonics 10.6.80.243 - 00:19:be:20:10:fa 1AN13033A011 223 255 161 226 AB-Ein
Online AB-Ein Bridge Phatonics 10.8 80,242 -~ 00:19:-he:20:10:04 1AN13033A013 223255161 226 AB-Ein
SRR | oo - o
FIRMWARE: ABn 2101211 \
SCHEDULE START TIME: (@) NOW SPECIFIC TIME

O Super WiFi
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Verification: Custom Template Portal (Facebook Account Login - iOS Device)

_ 0

Turn on WiFi and
Select SSID

135

Upon click on “Log In”
button, Facebook will
verify your identity. If
successful, it will then
send your basic
#*personal information
to AltaiCare for user
account registration. It
may take seconds

5 # Basic personal Information include:

Facebook Username

Email

Age Range (i.e. <21 or >21)
Gender

Locale

| agree to the Terms of

Portal Page pops up. Check
the box and agree the Terms
of Service. Then click [[3
Facebook Login Button

ecoo Mobile & 20:56
& altaitechnologies.com
Care_CT_Portal

< LogIn

o 56% M

Done

Once the accountis
successfully created,
you will be redirected
to a landing page.
Click “DONE" to close
the CNA window

Sign up with Facebook
account and click “Log

In” button

]

Log in to your Facebook account to
connect to AltaiCare

@hotmail.com

SHOW

Create account

Not now

DONE! You are now
connected with Care WiFi!

Enjoy it ©
2000 Mobile 21:05 o 53% M
£ Settings Wi-Fi

Wi-Fi

.~ Care CT Portal

Security Recommendation

D]
—
Ay

CHOOSE A NETWORK

INLT/N\I
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Verification: Custom Template Portal (Facebook Account Login)

& AltaiCare SERVICE
=1 # Altai Hotspot Service » User Account List | USER ACCOUNT v | Q
#& DASHBOARD )
User Account List  Show Filter
s user v O 0.0 0 0
Batch Actions: (FELERE] \ \ \ \ \

User Group 3 USER GROUP NAME REMAINING DATA QUOTA (ME) EMAIL PHONE/MOBILE LAST LOGIN TIME

User Account auto_dc37142caec8 | Taylor Yiu Ming Wan Guest Group 500 - -1 2017-07-08 18:17:50 | 2017-07-08 16:17:50
Account Generation
¢ >

Showing 1-1 of 1 enfrics [ 10 ¥ 1. Auto-generated User Account: Client MAC address with “auto_"" prefix

22 PORTAL '
ADVERTISEMENT 2. Name: Facebook Name which is provided by Facebook

3. User Group: The user group to which this auto-generated user account is assigned
# SYSTEM » (See Configuration Step 7a)

= DOMAIN LIST 4. Remaining Data Quota: See Configuration Step 5 for data quota setting

5. Email: Email info which is provided by Facebook. Sometimes, you will no Email info
received from Facebook because of the privacy setting of the individual users on
their Facebook account

6. Phone/Mobile: Not applicable for Facebook Login

7. Expiry Time: Account validity which is counted from the Start at the first login. (See
Configuration Step 5 for account validity setting)

8. Last Login Time

INLT/\I]
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Verification: Custom Template Portal (Email Sign Up with Passcode Return - iOS Device)

Turn on WiFi and
Select SSID

137

Upon click on “Sign
up Submit” button,
you will have 2 min for
Internet access. In this
time window,
AltaiCare will
generate passcode
and send verification
Email to your
account. You are
required to submit the
code back in this
timeslot for system
verification and get
Internet access

Not a

member yet?Signup here

Portal Page pops up. For first
time login, click the Sign Up
link and use your Email for

registration

M GMAIL

Altai WiFi

I Welcom to use Altai Guest WiFi Service * Youcan ...

=8 You will receive Email
with verification code
from AltaiCare System
shortly

Sign up with email

altai.tps@gmail.com

——"_-~~~
Sign up Submit S o

[v] lagree to the Terms of Service
If you have verification code, clickhere

A window pops up. Sign
up with your valid Email
account and enter your
desired password (which
can be used for later
logins). Remember to
check the box and agree
the Terms of Service
before you sign up and
submit your info

Close

Mobile 4G

. \"

L
p

Use Without Internet

1:03 o 82y .

& login.altaitechnologies.com

Care_CT_Portal

Login Cancel

Use Other Network

.

Click “Cancel” to close the
CNA window and then click
“Use Without Internet”

Cancel

INLT/N\I
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Verification: Custom Template Portal (Email Sign Up with Passcode Return - iOS Device)

1:03 @

Altai WiFi
tome
P> 2

You can verify your account with the following
code:

1j2z2h

You can also visit here to verify your account.

Altai WiFi Provider

Open the Email and click the URL to send the
passcode back to the system for verification

@

In case the 2-min window is over
without completing the code
verification process, then follow
Step #8b instead of Step #8a

You can open a browser and type non-https website
in the address bar to pop up the portal page. And
then input the code in there to complete the
remaining process and get the Internet access

SRR QI

>

.. Mobile 4G 14:22 @ 67% )

hittp://www)] Cancel

138

Open a browser
and send the URL

Once the
code is
verified OK,
AltaiCare will
avtomatically
generate a
user account
using your
registered
email as
username for
you. In the
meanwhile,

you will be redirected to a
landing page

w

Follow Step #2 and bring
you to this page again.
Now, you already got the
verification code, so click
the link at the bottom

DONE! You are now
connected with Care WiFi!

Enjoy it ©

®e000 Mobile 7 21:05

£ Settings Wi-Fi

Wi-Fi

. Care_CT_Portal
Security Recommendation

D))
)
Z/

CHOOSE A NETWORK...

N ——

\

Please input the verification code in the text box below.

1j2z2h

You can request the server to resend the verification.
Please provide us the email used to register.

< you have verification code, click/i=/&

Pl
h O j ﬁ Close
Enter the verification

code and click A LTA l

“Verify” button
Super WiFi

O 53% M



Verification: Custom Template Portal (Email Sign Up with Passcode Return)

b AltaiCare SERVICE
= # Altai Hotspot Service > User Account List | USERACCOUNT v | o
# DASHEOARD S
User Account List Show Filter
& USER — ) A A ) Y
Batch Actions: (EEg=0 \ \ \ \ \

Ve Em EMAIL PHONE / MOBILE EXPIRY TIME LAST LOGIN TIME
User Account altzi tps@amail.com | auto_dc37142cascs Guest Group 500 altai tpz@gmail com — 1 2017-07-08 18:26:50 2017-07-08 16:26:50 [ Edit)
Account GEHEN
Showing 1-19f 1 entries 10 ¥ N 1
5 PORTAL
n 1. Auto-generated User Account: Email address that has been used as registration
= ADVERTISEMENT during sign up process
& SYSTEM >

2. Name: Client MAC address with "auto_" prefix

= DOMAINLIST
3. User Group: The user group fo which this auto-generated user account is assigned

(See Configuration Step 7q)

4. Remaining Data Quota: See Configuration Step 5 for data quota setting
5. Email: Email info which is provided by the user during sign up process

6. Phone/Mobile: Not applicable for Email sign up Login

7. Expiry Time: Account validity which is counted from the Start at the first login. (See
Configuration Step 5 for account validity setting)

8. Last Login Time

INLT/\I]
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Verification: Custom Template Portal (Google Account Login - iOS Device)

Turn on WiFi and
Select SSID

° f '\| *eco0 Mobile 4G 11:03 O 82% W

& login.altaitechnologies.com
Care_CT_Portal

Login Cancel

Use Without Internet

Use Other Network

[-
P

Click “Cancel” to close the CNA window and then click
“Use Without Internet”

Cancel

140

& G Login with Google

[v] I agree to the Terms of

Service

—

Portal Page pops up. Check
the box and agree the Terms
of Service. Then click {5
Google Login Button

e Open a browser and type non-https
website in the address bar to pop up

the portal page again

wsccoMobile 4G 14:22 0 67%

http:/fwww) Cancel

We cannot proceed Google
Login through IOS CNA, so
there is *instruction popping
up to guide users how to
bypass CNA and get access
to network via Google login

#The system pops up the
instruction page for Google
login in IOS device by default,
no matter whether the CNA
detection is enabled or not

[v] I agree to the Terms of
Service

G Login with Google

——

Same as Step #2. Check the
box again and agree the
Terms of Service. Then click G
Google Login Button

INLT/N\I
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Verification: Custom Template Portal (Google Account Login - iOS Device)

pE———
- ~s
~

~a

-~
’

a Sign up with Google account

’

’

141

Google

4 )

Choose an account |

to continue to altaitechnologies.com |}

e Use another account

tps altai
altai.tps@gmail.com

[ySep——

Upon submission of
Google account
credentials, Google will
verify your identity. If
successful, it will then
send your basic
#*personal information
to AltaiCare for user
account registration. It
may take seconds

5 # Basic personal Information include:
il Username

Email

Gender

Google
Signin

to continue to altaitechnologies.com

altai.tps@gmail.com

Forgot email?

More options

Once the accountis
successfully created,
you will be redirected
to a landing page.

'

L

NEXT

-
- ~

Hi tps

Forgot password?

Google

° altai.tps@gmail.com
To continue, first verify it's you

LI LI AL L] )

NEXT
DONE! You are now
connected with Care WiFi!
Enjoy it ©
0000 Mobile & 21:06 @ 53% M
{ Settings Wi-Fi
Wi-Fi

.~ Care_CT_Portal
Security Recommendation

D]
o
)

CHOOSE A NETWORK...

INLT/N\I
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Verification: Custom Template Portal (Google Account Login)

& AltaiCare SERVICE
=] # Altai Hotspot Service > User Account List | USER ACCOUNT w | Q
#& DASHBOARD )
User Account List  Show Fiter
Batch Actions: \ \ \ \ \
User Group USER LOGIN NAME ~ NAME  USER GROUP NAME REMAINING DATA QUOTA (MB) LAST LOGIN TIME
User Account auto_dc37142caecs ana tps Guest Group 500 altal tps@gmail.com ~1~ 2017-07-08 19:19:56 | 2017-07-08 17:19:56
Account Generation a e 3
i PORTAL Showing 1-1 of Lentries 10 T < *

1. Auto-generated User Account: Client MAC address with “auto_" prefix

Eal ADVERTISEMENT

£ SYSTEM . 2. Name: Google Account Name which is provided by Google

3. User Group: The user group to which this auto-generated user account is assigned
(See Configuration Step 7a)

ZE DOMAIN LIST
4. Remaining Data Quota: See Configuration Step 5 for data quota setting
5. Email: Email info which is provided by Google
6. Phone/Mobile: Not applicable for Google Login

7. Expiry Time: Account validity which is counted from the Start at the first login. (See
Configuration Step 5 for account validity setting)

8. Last Login Time

INLT/\I]
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Verification: Custom Template Portal (Guest Login - iOS Device)

f . ) sscoc Mobile F 20:56 9 56% M -
vl agree to the Terms of - @ altaitechnologies.com
L — e Care_CT_Portal
Service
< Login Done

Upon click on “Guest
Login”, the system will take
seconds to generate a user
account for the user. Once
it is successfully created,
you will be redirected to a
landing page. Click
“DONE” to close the CNA

Portal Page pops up. Check

the box and agree the Terms window
Turn on WiFi and of Service. Then click Guest
Select SSID Login Button

DONE! You are now
connected with Care WiFi!

Enjoy it ©
eec00 Mobile & 21:05 o 53% . -
{ Settings Wi-Fi

Wi-Fi

.~ Care_CT_Portal
Security Recommendation

D))
(=)
Ny

CHOOSE A NETWORK

INLT/N\I
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Verification: User Defined Template Portal (Username/Password Login - iOS Device)

O J
Turn on WiFi and
Select SSID

145

ppuser01

O Portal Page pops up.
\. / Enter your faccount
Username/Password.
Then click Login Button

altaitechnologies.com
Care_UDT_Portal

< LogIn Done

The system will soon
redirect you to a landing
page. Click “DONE” to
close the CNA window

weecc Mobile F 19:07 O 63% M -

#Note: We only allowed
the user group “PP User
Group” for user
authentication and
connection with the SSID
“Care_UDT_Portal” in our
setup, so we use the user
account
“ppuser01/ppuser01” for
portal login

LB

...1-2 sec later

Login Successfully!

Upon click on Login button,
AltaiCare will verify your identity
against its user database. If
successful, it will return you a
message “Login Successfully!”.
It may take seconds

Service ("this TOS")

DONE! You are now
connected with Care WiFi!

Enjoy it ©
eee Mobile T 19:34 O 58% M "
< Settings Wi-Fi
Wi-Fi [ )
. Care_UDT_Portal = M
Security Recommendation s

CHOOSE A NETWORK
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Verification: User Defined Template Portal (Username/Password Login - iOS Device)

& AltaiCare

SERVICE

o
@& DASHBOARD
& USER

User Group

A Altai WiFi Service > User Account List ‘ USER ACCOUNT v ‘ Q

User Account List  Show Filter

a Y Y Y Y
BatchActions: ° \ e \ e \ 0 \ e \

USER LOGIN NAME NAME USER GROUP NAME REMAINING DATA QUOTA (MB) EMAIL PHONE / MOBILE EXPIRY TIME LAST LOGIN TIME

User Account ppuser0l ppuselOl PP User Group 404 - —t - 2017-07-17 21:30:50 | 2017-07-17 19:31:00 [ (# Edit]
Account Generk a e ’

22 PORTAL
[a] ADVERTISEMENT
#& SYSTEM

B DOMAIN LIST

146

Showing 1-1 of 1 entries 10 ¥ 1. User Login Account: See configuration Step 6 for account setup < ?
2. Account Name: See configuration Step 6 for account setup

3. User Group: The user group to which this user account belongs (See configuration
Steps 5 and 6)

4. Remaining Data Quota: See Configuration Steps 5 or 6 for data quota setting
5. Email: Email info which is optfional during account setup
6. Phone/Mobile: Phone/Mobile info which is optional during account setup

7. Expiry Time: Account validity which is counted from the Start at the first login. (See
Configuration Step 5 for account validity setting)

8. Last Login Time

INLT/\I]
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Verification: User Defined Template Portal (Guest Login - iOS Device)

...a few sec later

e Upon click on Guest

button, AltaiCare will
take seconds to
generate a user account
for the user. Once it is < (1o
successfully created,
Portal Page pops up. Then you will get a message

click Guest Button \ O J “Login Successfully!”.

O J
Turn on WiFi and
Select SSID

#eecC Mobile T 19:07 O 63% M
altaitechnologies.com DONE! You are now
care.UDTPortal connected with Care WiFil
< LogIn Done . .
Enjoy it ©

eee s Mobile F 19:34 @ 58% M .

< Settings Wi-Fi
The system will soon
redirect you to a landing Wi-Fi W,
page. Click “DONE" to _ Care_UDT_Portal -
close the CNA window Security Recommendation L

CHOOSE A NETWORK

INLT/N\I
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Verification: User Defined Template Portal (Guest Login - iOS Device)

&b AltaiCare SERVICE
= A Altai WiFi Service > User Account List ‘ USER ACCOUNT v ‘ SEARCH Q
#& DASHBOARD

User Account List  Show Filter

T O ©0.0 0 O
BatchA[:tions: \ \ \ \ \

LELERELT USER LOGIN NAME USER GROUP NAME REMAINING DATA QUOTA (MB) EMAIL PHONE / MOBILE EXPIRY TIME LAST LOGIN TIME
User Account auto_dc37142caecd auto_dc3;LL12caec8 Guest’Group 500 - -1 2017-07-17 22:51:06 | 2017-07-17 20:51:08 | i)eCEyy
Account Generation L] »

22 PORTAL Showing 1-1 of Lentries 10 ¥ 1. Auto-generated User Account: Client MAC address with “auto_" prefix < >

2. Account Name: Client MAC address with “auto_" prefix

[a] ADVERTISEMENT

3. User Group: The user group to which this auto-generated user account is assigned
# SYSTEM ’ (See Configuration Step 7b)

& DOMAIN LIST 4. Remaining Data Quota: See Configuration Step 5 for data quota setting
5. Email: Not applicable for Guest Login
6. Phone/Mobile: Not applicable for Guest Login

7. Expiry Time: Account validity which is counted from the Start at the first login. (See
Configuration Step 5 for account validity setting)

8. Last Login Time
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Verification: User Defined Template Portal (Sign Up Login —iOS Device)

Turn on WiFi and
Select SSID

149

...afew sec later

Upon click on Confirm
button, AltaiCare will take
seconds to process your
submitted data and
generate a user account
for the user.

Portal Page pops up. Then
click Sign-Up button

ss800 Mabile F

19:07

altaitechnologies.com
Care_UDT_Portal

Log In

Once it is successfully
created, you will be
redirected to a landing
page. Click “DONE” to
close the CNA window

O 63% -

Done

tps.altai

support@altaitechnologies.com

85237586000

== Hong Kong

It jumps to Sign Up Page. Sign up with
your personal info. Then click Confirm

button

DONE! You are now
connected with Care WiFi!

Enjoy it ©

ess 0 Mobile F 19:34 O 58% M -

& Settings Wi-Fi
Wi-Fi W,

. Care UDT_Portal = (i

Security Recommendation

CHOOSE A NETWORK

INLT/N\I
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Verification: User Defined Template Portal (Sign Up Login —iOS Device)

& AltaiCare WRELESS [ 2 =
g A Altai WiFi Service > User Account List SEARCH Q
@ DASHBOARD ) )
User Account List  Show Filter ° e
& USER o '\ '\ Al n Al
Batch Actions: \ \ \ \ \
User Group USER LOGIN NAME NAME USER GROUP NAME REMAINING DATA QUOTA (MB}) EMAIL PHONE { MOBILE EXPIRY TIME LAST LOGIN TIME
User Account . ) . Hong Kong / — L ;
0 auto_dc37142caecB | tps.altai Guest Group 500 support@altaitechnologies.com | oocpo oo | 2017-07-16 14:51:50 | 2017-07-16 12:51:59

Account Generafion

® ®
/ /
_1 o
52 PORTAL

Showing 1-1 of 1 entrie |SURSE 1. Auto-generated User Account: Client MAC address with *auto_

” f' < 4
& ADVERTISEMENT prefix

£ SYSTEM , 2. Account Name: Sign up info provided by the user

3. User Group: The user group to which this auto-generated user account is assigned
(See Configuration Step 7b)

&= DOMAINLIST
4. Remaining Data Quota: See Configuration Step 5 for data quota setting
5. Email: Sign up info provided by the user
6. Phone/Mobile: Sign up info provided by the user

7. Expiry Time: Account validity which is counted from the Start at the first login. (See
Configuration Step 5 for account validity setting)

8. Last Login Time
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Verification: WPA (PEAP — Windows 10 Client)

0 Turn on WiFi and Select a Enter your credentials, i.e. e Click “Connect” when being ° DONE! You are now connected

SSID, i.e. Care_WPA for our scuser01/scuser01 and then asked for your confirmation with Care WiFi! Enjoy it ©
case. Check the box of click “OK” to connect to the network

“Connect automatically” with the above certificate for (7 Care WPA

and click “Connect” Care WPA the first time login % Connected,

Secured
Care_'WPA

Care WPA Enter your user name and password =
Secured

Secured

scuser01 Disconnect
Continue connecting?
If you expect to find Care_WPA in this location,
go ahead and connect. Otherwise, it may be a
different network with the same name.

Hide certificate details

~ Connect automatically

Care_CT_Portal
Open

| Cancel

Care_CT_Porta’
Open

Care_CT_Portal
Open

Care_UDT_Portal

Server thumbprint: 3F 9E E4 AE AF OF 4E 4C A2 Open

1B 9A C7 85 3F6C 2A 43 A3 F3 AB
settings

e

Airplane mode

Care_UDT_Portal Connect Cancel

Care_UDT_Portal

Open - .

Care_CT_Portal
settings Ope
~ b i) T

Airplane mode

9 Care UDT Portal
m S

2, Y Open

A i) §1 ENG - , i-Fi Airplane mode

~ 9 o)) T ENG

Airplane mode

W oy F ENG

INLT/N\I
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Verification: WPA (PEAP — Windows 10 Client)

B
S

See also

Akamai MetSession Interface
Control Panel (32-bit)

HomeGroup
Infrared
Internet Options

Windows Firewall

:.,: Metwork and Sharing Center — O
« = ~ 4 :‘.: <« Network an... » Metwork and Sharing Center v 0 Search Control Panel »
View your basic network information and set up connections
Control Panel Home
Change sdapter settings View your active networks
9 P 9 You are currently not connected to any networks,
Change advanced sharing
settings Change your networking settings
{‘in Set up a new connection or network
Set up a broadband, dial-u N connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair networl ubleshooting information.

Nofe: In some of the cases such as hidden network, your may need to manually create wireless profile for connection to the wireless network.

? Set Up a Connection or Network

Choose a connection option

% Connect to the Internet
Set up a broadband or dial-up connection to the Internet,

%. Set up & new network
<, 5etup anew router oracc

s point.

ﬁ Manually connect to a wireless network
cam,

‘ Connect to a workplace
! Set up a dial-up or VPN connection to your workplace.

Connect to a hidden network or create a new wireless profile,

Open Network and Sharing Center. Click “Set up a
new connection or network” to create a new wireless
network profile

153

Select “Manually connect to a wireless network ...
Connect to a hidden network or create a new

wireless profile”. Then click “Next” button

INLT/N\I
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Verification: WPA (PEAP — Windows 10 Client)

e - s ° - *

4 & Manually connect to a wireless network %" Manually connect to a wireless network

Enter information for the wireless network you want to add Successfully added Care_WPA

Metwork name: |Care,WPA |
— Change connection settings
Security type: WPA2-Enterprise w Open the connection properties so that | can change the settings.
Encryption type: AES
Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,

Close

Input the target SSID for Network Name, e.g. The wireless profile for SSID, i.e. “Care_WPA" has just been created.

Care_WPA for our case. Then select “WPA2-Enterprise” Click “Change connection settings” for further configuration

as Security Type and “AES” as Encryption Type. Check changes
the boxes for the following two items:
+ Start this connection automatically

+ Connect even if the network is not broadcasting

Click “Next” to finish the wireless profile settings
INLTIN\I
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Verification: WPA (PEAP — Windows 10 Client)

Care_WPA Wireless Metwork Properties X

Connection  Security

Security type: WPAZ-Enterprise A

Encryption type: AES il

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) ~ Settings

[]Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cance

“Wireless Network Properties” window
pops up. Select “PEAP” as
Authentication Method and click

“Settings” for further configuration

155

Protected EAP Properties

When connecting:

[] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *Y.srv3\.com):

(W] 2ddTrust External CA Root

["] america Online Root Certification Authority 1

[] avG Technalogies

[] avG Technologies

[] avG Technalogies

[] avG web Mai Shield Root

[] Baltimore CyberTrust Root

< >

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) w

Enable Fast Reconnect
[[] Disconnect if server does not present eryptobinding TLY
[] Enable Identity Privacy

Configure...

Uncheck the box of “Verify the server's identity

by validating the certificate”. Select

~ -
-

“EAP-

MSCHAP v2" as Authentication Method and then

click “Configure..."” for further changes

EAP M5SCHAPW2 Properties

When connecting:

O Automatically use my Windows logon name and
password (and domain i any).

Uncheck the box  of
“Automatically use my
Windows logon name and
password (and domain if
any).” and then click “OK” to
go back to “Protected EAP
Window. Click
“OK” again to go back to

Properties”

“Wireless Network Properties”

window

INLT/N\]
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Verification: WPA (PEAP — Windows 10 Client)

156

Care_WPA Wireless Metwork Properties

Connection ~ Security

Security type: WPAZ2-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) e Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel

Click “Advanced settings”

Advanced settings X

802. 1% settings 502,11 settings
Specify authentication mode:
User authentication e Save aedentials

Delete credentials for all users

] Enable single sign on for this netwark

Perform immediately before user logon
Perform immediately after user logon

10 -

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Cancel

Windows Security X

Save credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

‘ scuser01 ‘

SO DB BN ‘

OK Cancel

~

Click the tab “802.1X settings” and
choose “User authentication” as
authentication mode. Then click “Save

credentials”

-
N -

-

Input username and password. Then click “OK” to
go back to “Advanced settings” window. Click

“OK” again to go back to “Wireless Network

INLT/N\I

Super WiFi

Properties” window.



Verification: WPA (PEAP — Windows 10 Client)

Care WPA Wireless Network Properties b

Connection Security

Security type: WPA2-Enterprise o

Encryption type: AES ~

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) w Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

| Okgmy| | Cancel

Click “OK” to close “Wireless Network
Properties” window

157

- x (G CareWPA
¥ Manually connect to a wireless network onnected,
Successfully added Care_WPA
Disconnect
—» Change connection settings
Open the connection properties so that | can change the settings, Care_CT_Portal
Airplane mode
12:40 AM
. 4m i) ¥J ENG ) 1‘7 =
Close i

DONE! The client will then automatically
Click “Close” to finish the wireless connect with Care WiFi! Enjoy it ©

network profile setting

INLT/N\I
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Verification: WPA (PEAP - iOS Device)

Enter the password for “Care_WPA"
Care_WPA & = (1) | Cancel Enter Password Join
Username scuserQ1
1234667880 Password b
Turn on WiFi and Select SSID, i.e. D ]slals]-
CarplWkAodomicase s 2|l Enter your credentials, i.e. scuser01/scuser01 and
\ O J then click “Join”
e Cancel Certificate Trust ° o CEiEdlD CIRE 7 S A8% W)
= I ( Settings Wi-Fi
1 “ | |
I @un_mu.uh.ﬂm
| — {@ care.altaitechnologies.com
Yot Issued by DigiCert SHA2 Secure Server CA Wi-Fi W,
Not Trusted v Care_WPA a = @
Expires 13/6/2019, 20:00:00
M Detail CHOOSE A NETWORK...
ore Detalls
\ O / DONE! You are now connected
. - . with Care WiFi! Enjoy it ©
Press “Trust” when prompt with the above certificate for the first joy
time login

158 INLT/N\I
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Verification: MAC Auth (Windows 10 Client)

0 Turn on WiFi and Select @ DONE! You are now connected @ For those clients which are not

SSID, i.e. Care_MAC_Auth with Care WiFi! Enjoy it © in the registered MAC

for our case. Check the box addresses list of the allowed
of “Connect automatically” user group(s), they will not be
and click “Connect” allowed to get Internet access

Care_CT_Portal Care_MAC_Auth
S No Internet, open
Disconnect
Properties
Care_MAC_Auth
Open Disconnect
Other people might be able to see info you

send over this network -
~ Care WPA_PSK Care_WPA
~ Connect automatically * ured

Care_WPA_PSK
red

o

Airplane mode

Care_UDT_Portal

N HE

Airplane mode

A~ ) &

Airplane mode

10:17 PM
~m oo ST g
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Verification: WPA-PSK (iOS Device)

1))
©®

Care_WPA_PSK a

- Turn on WiFi and Select SSID, i.e.
. Care_WPA_PSK for our case

162

Enter the password for “Care_WPA_PSK"

Cancel Enter Password Join

Password eeeessse

Enter the Password and then click “Join”

eec00 Mobile F 16:14 9 90% M)
£ Settings Wi-Fi
Wi-Fi W,
v Care_WPA_PSK a= (D)

CHOOSE A NETWORK...

DONE! You are now connected
with Care WiFi! Enjoy it ©

INLT/N\I
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